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Preface
Thanks for choosing BLIIoT PLC Modbus |IOT Gateway BL102. Reading this manual with full
attention will help you quickly learn device functions and operation methods.

Copyright

This user manual is owned by Beilai Technology Co., Ltd. No one is authorized to copy, distribute or
forward any part of this document without written approval of Beilai Technology. Any violation will be
subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the described
device BL102 is under continuous improvement, this manual may be updated or revised from time to
time without prior notice. This PLC Gateway is mainly used for industrial data transmission over
Ethernet or 4G network. Please follow the instructions in the manual. Any damages caused by wrong
operation will be beyond warranty.

Revision History

Revision Date Version Description Owner
July 8, 2021 V1.0 Initial Release HYQ

Add DL/T645, thingsboard and

openVPN functions, optimize the

June 8, 2022 V1.1 collection of Siemens PLC, HYQ
Mitsubishi PLC, Omron PLC and
Delta PLC.
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1 Gateway Introduction

1.1 General Description

BL102 is a gateway that converts various PLC protocols, Modbus RTU, Modbus TCP, DL/T645 and
other protocols to Modbus TCP, OPC UA, MQTT, Huawei Cloud IoT, Amazon Cloud loT, Alibaba
Cloud loT, ThingsBoard, King Pigeon Cloud and other protocols.

BL102 downlink support: Various PLC protocols, Modbus RTU Master, Modbus TCP Master,
DL/T645 and other protocols.

BL102 uplink supports: Modbus TCP, MQTT, OPC UA, and other protocols.

It has built-in cloud drivers such as Huawei Cloud 10T, Alibaba Cloud loT, AWS loT, ThingsBoard,
Sparkplug B, King Pigeon Cloud, Users can quickly connect many different industrial equipment to
cloud platforms. Devices can be online in various cloud platforms and on-premiss computer
simultaneously.

BL102 adopts embedded ARM MCU, and developed based on Linux OS system which has high
stability. One RS485(optional RS232) serial port input, two power inputs, one power output, two
Ethernet ports (WAN ports and LAN ports), two USB interfaces, and SIM cards and SD cards slot.
Access to the Internet via 4G network or Ethernet that has the characteristics of fast speed and low
latency data transmission.

BL102 supports TSL SSL encryption to ensure data security.

BL102 supports remote management or configuration through OpenVPN.

BL102 supports the routing function and the data collection of cascaded switches which is more
convienient to collec data from more industrial equipment.

BL102 integrates the humanized configuration interface inherited by Beilai Technology, as well as
remote configuration, remote firmware upgrade and other functions. Easy for users to finish settings.
BL102 adopts fastening structure, redundant power supply design and standard DIN35 rail

installation.
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1.2 Application Diagram

BL102 Application Diagram
G \S”‘é @ C‘J EE%:E ?/ﬁ}l g‘ﬁadbus Ignition‘./

Kingpigeon Huawei cloud AWS cloud Alibaba cloud ThingsBoard Modbus server Ignition
cloud SCADA

( J

>

4G/Ethernet

>

AB PLC OMRON PLC SCHNEIDER PLC Siemens PLC Mitsubishi PLC

1.3 Packing List

Before using Gateway BL102, please make sure below parts are included in the package:
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(Below pictures are for reference only. If any discrepancy, please follow real products)

® 1x Gateway BL102

® 1x4PIN 3.5mm Wiring Terminal for power input

® 1 x4G SMA Cellular Network Antenna

® 2 x Wall-Mount Clip Kit(Optional accessories)
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® 1 x DIN-Rail Mount Clip Kit(Optional accessories)

w

® 1 x User Manual (PDF soft copy)
(Note: Scan QR code to download the user manual)

® 1 x SIM Card Picking Pin

J

® 1 x Product Qualification Certificate

® 1 x Warranty Card

' mes
iRt ‘
[0 ia | |

rEREs
RS ) ‘

CELCE
||'__‘ WiEREE - 7’/-@0_ J

Note: if any items are missing, please contact BLIIoT sales representative.
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1.4 Product Features

Downlink supports: Various PLC protocols, Modbus RTU Master, Modbus TCP Master, DL/T645
and other protocols;
Uplink supports: Modbus TCP, MQTT, OPC UA, HUAWEI Cloud, Alibaba Cloud, AWS,

ThingsBoard Cloud, Sparkplug B, King Pigeon Cloud, etc.

» DC 9-36V wide power voltage input with wiring terminal. There are 2 channels of power input
redundancy design with inverse connection protection. Either channel can be selected.

» 1 power output, output voltage is equal to input voltage.

» 1 RS485(optional RS232) serial port input

» Serial port baud rate 1200bps-115200bps; stop bit supports 1, 2 bits; data bit supports 7,8 bits;
parity bit supports None, Odd, Even.

» 2 RJ45 ports for Ethernet connection, 1 WAN and 1 LAN. Data can be collected from devices
connected to WAN and LAN port or cascaded switch devices. Network link and rate indicators
are available. Built-in isolation transformer with up to 2KV electromagnetic insulation.

» Support POE PD (Powered Device) for saving wiring cost (Optional function).

» Support TSL\SSL data encryption for security.

» Support routing function to provide network for other devices.

» Support 4G cellular network and APN setting. Ethernet network will be used if it's available. It will
shift to 4G network automatically if Ethernet is not available.

» Support remote management or configuration through OpenVPN tunnels

» Support sending configuration files and change the configuration remotely through MQTT

» Support Modbus RTU to Modbus TCP and transparent transmission.

» Support RESET button for returning to factory settings (Long press the button until RUN indicator
off with power) to avoid wrong parameter settings.

» Support software and hardware watchdog for high reliability.

» Metal case with IP30 protection grade. Metal case and system are safely isolated, especially
suitable for industrial site applications.

» Compact device size: 30mm*83mm*110mm, support wall-mounting and DIN-Rail mounting.
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1.5 Technical Specification

Item Parameter Description

Processor ARM9, clock speed 300Mhz

System Storage 128MB( scalable to 1G)
Flash Memory | 64MB
Input Voltage DC 9~36V

Power Power

Source Consumption Normal: 85mA@12V, max 117mA@12V
Wiring Support Inverse Connection Protection

Ethernet Port

Interface Spec

2 x RJ45, 10/100Mbps, adaptive MDI/MDIX

Port Protection

ESD £16kV (contact), +18kV (air),
EFT 40A (5/50ns),
Lightening 6A (8/20us)

Serial Port Qty

1 x RS485/ optional RS232

Baud Rate 1200bps-115200bps
Data Bit 7,8
Serial Port Parity Bit None, Even, Odd
Stop Bit 1,2
ESD +8kV (contact), +15kV (air)
Port Protection
EFT 2KV, 40A (5/50ns)
1 channel DC 9~36 V power output
Power Output | Output Voltage
(Output voltage is equal to input voltage)
Qty 1 SIM Card Slot
Drawer type slot, support 1.8V/3V SIM/UIM card
SIM Card Spec
(NANO)
Protection Built-in 15KV ESD Protection
SD Card Qty 1 SD Card slot reserved for future development
Qty 1*program downloading+1* program debugging
USB Port Spec Micro USB OTG
Protection Over Current Protection
Antenna Qty 1
Antenna Type SMA Hole Type
GSM/EDGE:900,1800MHz
4G Network
. WCDMA:B1,B5,B8
(Optional) L-E version

FDD-LTE:B1,B3,85,B7,B8,B20
TDD-LTE:B38,B840,B41

L-CE version

GSM/EDGE:900,1800MHz
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WCDMA:B1,B8
TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
TDD-LTE:B38,B39,B40,B41

WCDMA:B2,B4,B5

L-A version
FDD-LTE:B2,B4,B12
GSM/EDGE:850,900,1800MHz
WCDMA:B1,B2,B5,B8

L-AU version
FDD-LTE:B1,B3,B4,B5,B87,B8,B28
TDD-LTE:B40
WCDMA:B2,B4,B5

L-AF version

FDD-LTE:B2,B4,85,812,B13,B14,B66,B71

CAT-1 version

GSM:900,1800
FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,839,B40,B41

Steady light if device is powered on

RUN Flickering if device is running
Off if device is not running
Flickering if communication is over Ethernet network
NET Steady light if communication is over 4G network
Indicator
Off if no data communication
Flickering if device is transmitting data
TXD
Off if there’s no data transmitting
Flickering if device is receiving data
RXD
Off if there is no data receiving
Internet
IPV4, TCP/UDP, DHCP, DNS, etc
Protocol
IP Retrieving Static IP / DHCP
Transmission Support Transparent Transmission
DNS Support Domain Name Resolution
Software PC configuration software, support WIN XP, WIN 7, WIN
Configuration
Parameter 8 and WIN 10
Internet Cache
Transmitting: 8Kbyte; Receiving: 8Kbyte
Size
Login Package | Support custom login package
Heartbeat
Support custom heartbeat package
Package
Safety MTBF 2100,000 hours
Certification EMC EN 55022: 2006/A1: 2007 (CE &RE) Class B
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IEC 61000-4-2 (ESD) Level 4

IEC 61000-4-3 (RS) Level 4

IEC 61000-4-4 (EFT) Level 4

IEC 61000-4-5 (Surge)Level 3

IEC 61000-4-6 (CS)Level 4

IEC 61000-4-8 (M/S) Level 4

Other CE, FCC

Working -40~80C, 5~95% RH
Environment

Storage -40~85C, 5~95% RH

Case Metal Case

Size 30mmx83mmx110mm(L*W*H)

Protection
Others IP30

Grade

Net Weight 291.2g

Mounting Wall-Mounting, DIN-Rail Mounting

1.6 Model Selection Table

COM POE PD
Model No. WAN LAN (Default is RS485 | OPC-UA 4G OpenVPN | (Powered
Optional RS232) Device)
BL102 1 1 1 X \ X Optional
BL102E 1 1 1 X X X Optional
BL102UA 1 1 1 V X X Optional
BL102Pro 1 1 1 N N J Optional
1.7 PLC protocols Supported
Downlink supported protocols
Brand Connecting Interface Protocol Testing Status
COM Port Standard Modbus RTU OK
Modbus
Ethernet Port Standard Modbus TCP/IP OK
COM Port S7-200 full series PLC OK
S7-200SMART full series PLC OK
Siemens S7-200SMART full series PLC OK
Ethernet Port S7-300 full series PLC OK
S7-400 full series PLC OK
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S7-1200 full series PLC OK
S7-1500 full series PLC OK
FX1S series, FX2N series OK
COM Port FX3S series, FX3U series, Expansion
board RS232/485BD
Mitsubishi Q series(Q03UDE, Q04UDEH, QO6UDEH, OK
Ethernet Port Q10UDEH, Q13UDEH, QZQUDEH,
Q26UDEH, Q002UD), L serials(L02,
L26-BT), FX5U serials
OMRON COM Port CJ/CS/CP/CP1H/CP1L serials OK
Ethernet Port CJ/CS/CP/CP1H/CP1L series OK
Delta COM Port DVP series OK
FATEK COM Port FB series Ongoing
AB COM Port DF1 protocol Ongoing
Schneider COM Port full ser?es Ongofng
Ethernet Port full series Ongoing
XINJIE COM Port XCseries Ongoing
ABB AC500series To be started
Emerson To be started
Hitachi To be started
Keyence KVseries To be started
KOYO Kseries To be started
LG To be started
VIGOR To be started
Smart COM Port DLT645-2007 OK
Meter Ethernet Port IEC101, IEC104 Ongoing
If your PLC is included in above table, please contact BLIIoT after-sale service team.
Uplink Supported Protocols
Protocol Description
Transparent Transmission Only support COM port transparent transmission
Modbus RTU to Modbus TCP Yes, support Modbus RTU to Modbus TCP
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Modbus TCP Can only be server with Ethernet port communication

OPC UA Can only be server with Ethernet port communication

Custom MQTT Currently only support “King Pigeon”, “thingsboard”, “Sparkplug B”
JSON data format, others are under development

HUAWEI Cloud Support Private Key /Certificate connection to HUAWEI Cloud

AWS Cloud Yes, suppport AWS Cloud

Alibaba Cloud Support Private Key /Certificate connection to Alibaba Cloud

ThingsBoard Cloud Yes, support ThingsBoard cloud,Select ThingsBoard data module
in custom MQTT

Modbus RTU Yes, support Modbus RTU, configure it in King Pigeon Modbus

King Pigeon Cloud Yes, support King Pigeon Cloud, configure Modbus RTU/MQTT
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2 Hardware Introduction

2.1 Dimension
Unit; mm

CERoHESFC X

Side view Main view
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2.2 Power Supply Interface

2 optional channels of power input support DC 9~36V voltage with inverse connection protection.

2.3 SIM & SD Card Slots

Make sure device is powered off before inserting or removing SIM card. Insert SIM card Picking PIN
into the hole with tiny force to eject out the card tray.
Note: Place the device flat like above picture if inserting or removing SIM card.

2.4 Debugging & Upgrading Interface

DEBUG is the interface for debugging, DOWNLOAD is the interface for upgrading.

2.5 Gateway Grounding

Before connecting the device, please do equipment grounding with grounding screw to prevent
electromagnetic interference
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2.6 4G Antenna Interface

lle,

CE RoHS FC X

2.7 LED Indicator

CE RoHSFC X

2.8 Reset Button

+ Connect 4G Antenna

LED Indicator Introduction

Iltem Name Status Description
RUN Device Running Flickering Device running normally
Indicator Off Device faulty
Ethernet or 4G Flickering Ethernet Communication
NET | Communication On 4G communication
Indicator Off No network
Serial port is transmitting
Flickering
Data Transmitting data
TX .
Indicator off No data transmitting in
serial port
Flickering Serial port is receiving
Data Receiving data
RX .
Indicator Off No data receiving in serial

port

Note: RUN indicator will be on if device is powered. If it's not on, please

check whether there’s reverse wiring or power source problem.

Once gateway is running normally, use a PIN to press RESET button for 10seconds until RUN
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indicator is off. Gateway BL102 will return to default factory setting.

RS485 or RS232 and Power Output

Item

Description

VOUT+

Positive Pole of Power Output

VOUT-

Negative Pole of Power Output

B/RX

RS485 data-(B)/ receiving data

AITX

RS485 data +(A)/ transmitting data

GND

Grounding

CERoHS FE X DC 9~36V

Note: Power output voltage is equal to input voltage:

2.10 WAN & LAN Ports

Ethernet Network Port

Indicator Color Status Description
Rate Green ON 100Mbps mode
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Indicator OFF 10Mbps mode
ON Connected
Network Link
Yellow Flickering It's transferring data
Indicator
OFF Disconnected

CE RoHS FC X

3 Gateway Mounting

Gateway BL102 can be placed on desk, mounted on the wall and DIN-Rail.

3.1 Wall-Mounting (Optional)

Wall Mounting
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3.2 DIN Rail Mounting(Optional)

DIN Rail Assembling DIN Rail is Assembled

4 Configuration Software Introduction

4.1 Login to Configuration Software

Connect BL102 to router or switch through WAN port with standard direct network cable or cross
network cable. Router or switch IP can’t be the same as Gateway BL102 IP 192.168.3.1, WAN port
and LAN port cannot be in the same local area network. Make sure BL102 and PC are in the same
local area network. If it's necessary to connect the gateway to PC directly, use standard cross
network cable to connect through BL102 LAN port. (If BL102 is connected to PC directly, PC IP must
be specified to 192.168.3.1 as default LAN IP of gateway is 192.168.3.1 from factory setting. IP
address, subset mask, MAC and DNS are needed for PC IP setting)

Note: WAN port IP is retrieved automatically, LAN port IP is 192.168.3.1 from factory setting
Connecting BL102 to Router, Switch or PC with following way.

Connect BL102 to Router or Switch via WAN

Connect BL102 to PC directly via LAN

gm; RJ45 ?‘ - —
7 flmm— 10T Gateway BL102 RJ45
Set PC IP: 192.168.3.1XXX Router IP can NOT be 192.168.3.1
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4.1.1 Open Configuration Software

=
1

rr BL10x V1.1.3.7

Double click on PC to run BL102 configuration software and enter below
page
BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.7 = X
P o P ik ¥ =] ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Log q:ic Help About

4.1.2 Search for Devices

Click "Search" and all devices in the same local area network with the PC will appear. For example,
WAN port is connected to the switch, PC and gateway are in the same local area network, and the
gateway whose IP is 192.168.1.131 will be found. If there is no device found, please make sure
gateway and computer is in the same local area network, and the computer UDP broadcast is normal.
If the device cannot be found because of the computer network environment issues, you can enter
the IP in the "IP" bar, click connect, login.

Note: If it's necessary to change PC or Gateway IP, make sure configuration software is closed and
open it again.
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BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 — X
m E - )
LPla o & @ ¥ = W @ G
bearch | Clear Import Export Read Config. Write Config. Monitor Log $X  Help About
Device Selection X
Model P Name Version
BL110Pro 192.168.1.131 Beilai V110
Device IP Cannect
Refresh

4.1.3 Connecting Gateway

Double click the device to be configured (For example, double click device with IP 192.168.1.131) .
to enter the gateway device configuration interface. You can enter the IP and directly connect to log
in if there is no display device because of the network environment.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 = X
PapHL o A ¥ -] ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Log 5 Help About
B ghBL110PIO
B &com
DRS485 ( Modbus RTU )
B ecom2 Name Value Cloud Status Port Device Name Status
©57-200 Name BeiLai MQTT Client ® COML | Rs485 { Modbus RTU ) ®
EICOM3 Time 14:04:28 09-27-2022 MQTT Client I @ comz |s7-200 ®
FDCoMa Model BL110Pro AliToT Y WAN  |FI0 ( Modbus TCP ) Y
BN = | version V110 HUAWET oT o
B EwAN 46 Module EC20CEFILGROSAOTM1G AWS IaT ®
ME 2634180552328 KingPigeon IoT Y
@RO (Modbus TCP) Signal Strength | 12 (Normal:14-31) KingPigeon Modbus loT ®
Wac operator NULL
B Even SIM ICCID NULL
@Qpenva SIM Status Failed
ﬁ‘éAlarms
EéTasks
= @DataSewices
Refresh
@ Pass Through
@ Modbus RTUSTCP
& Modbus TCP Server
@ BACnet/IP
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PLC/Modbus to MQTT/OPC UA Gateway BL102

4.2 Configuration Software Introduction

4.2.1 System

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7

-0

Lo Lo b

Search Clear Import Export Read Config. Write Config. Monitor Log

= m @ d
£ Help About

El thBl110rro
E-EBcomL
DRS485 { Modbus RTU )

B &Ecomz

Name

Value Cloud

&
&
g
@

Port Device Name Status

4G
= =veN

@5s7-200 Name

EDCoM3 Time

E3coma ][ Moce!

(EILAN Version
EHEwaN

4G Module
IMEL
@RI ( Modbus TCP ) Signal Strength
operator

SIM ICCID

@ OpenVPN SIM Status

Beilai

14:04:28 09-27-2022
BL110Pro

V11.0
EC20CEFILGROBAOTM1G
863418055923288

12 (Normal:14-31)

NULL

NULL

Failed

MQTT Client

MQTT Client II

Ali loT

HUAWEI IoT

AWS ToT

KingPigeon IoT
KingPigeon Modbus loT

o0oeo00

COML  RS485 ( Modbus RTU ) ®
coM2  57-200 ®
WAN IO ( Modbus TCP ) ®

ﬁEAIarms
EéTasks

= @DataSeNices
&Pass Through

Refresh

@ Modbus RTUSTCP
@ Madbus TCP Server
D BAChet/IP

System Function

Item

Description

Search

Search for all BL102 gateways in the same local area network

Clear

Open a new default configuration file

Import

Import gateway configuration file

Export

Export gateway configuration file

Read Configuration

Read logged-in BL102 gateway configuration parameters

Write configuration

Save all configuration parameters by click "write
configuration”". Make sure to click "write configuration" every
time after modifying the configuration. The setting will be valid
after device restarts automatically

Monitor the value of the data point of the currently connected

Monitor device, and the data in the "Value" item of the display data
point page.
Log System running log.
If device issue, click save log to send it to specified email box
English Click it to change language to English
About Software Version, Issue Date, Firmware upgrade information
Basic Information of Gateway BL102
Item Description
Name BeiLai Gateway. Can be customized

Page 26 of 134 Pages

Shenzhen Beilai Technology Co., Ltd. V1.1

https://www.bliiot.com




,B?I7OT PLC/Modbus to MQTT/OPC UA Gateway BL102

MAKE 10T EASIER

Time Local time when reading the gateway
Model Gateway device model
Version Gateway device version

4G module signal value. If it’s less than 14, it means weak

Signal St th
Ignal Streng signal. Full signal value is 31

4G Module Read 4G module model. If it's null, it means no 4G module
IMEI Device IMEI code

Operators SIM card service provider

SIM ICCID Read SIM card ICCID

"OK" means the SIM card is successfully registered, "Failed"
SIM Status o )
means it is not registered

_ ) Green light means King Pigeon MQTT Client is connected,
King Pigeon loT ) , o
gray means King Pigeon MQTT Client is not connected.

King Pigeon Modbus | Green light means King Pigeon Modbus cloud is connected,

loT gray means King Pigeon Modbus cloud is not connected.
_ Green light means MQTT Client is connected, gray means
MQTT Client o
MQTT Client is not connected
, Green light means MQTT Client Il is connected, gray means
MQTT Client Il ] )
MQTT Client Il is not connected.
All 1OT Green light means Alibaba cloud is connected, gray means
i
Alibaba is not connected.
Green light means HUAWEI cloud is connected, gray means
HUAWEI IOT
HUAWEI not connected.
Green light means AWS is connected, gray means AWS is
AWS IOT

not connected.

Green indicates gateway is communicating with slave
Device Online Status | devices

Prompting Box Gray indicates gateway fails to communicate with salve
device
Refresh Refresh basic information of gateway

4.2.2 Advanced Settings

The private network setting is to allow the dedicated Ethernet or dedicated 4G network to set the IP that can be

used or the server that can be connected. If it is an ordinary Ethernet or 4G network, no settings are required.
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BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.7

P2 a P e

t ¥

- O X

® B = ® G

Search Clear Import Export Read Config. Write Config. Monitor Log $  Help About

w46
EveN
P OpenVPN
ﬁ%Alarms
EéTasks
B & Dataservices
&9 Pass Through

I BAChet/TP
QOPC UA

B & Cloud
IMQTT Client
@MQTT Client II
I Ali loT
DHUAWEL [oT
D AWS ToT
@ KingPigeon [oT

@ Modbus RTUSTCP
P Modbus TCP Server

@ KingPigeon Modbus IoT

| !

-Private Network

Keepalive IP

NTP Server

Private Network hd ‘ Default Password : 123456

Advanced Settings

fatus |

-Network Diagnostics —————————— - Password

Ping | 192.168.1.1 ® Old Password

cn.pool.ntp.org New Password

‘ 0K | Cance\-‘

Refresh

Advanced Setting

Item

Description

Private network

Private network

Choose from "WAN" and "4G" according to your needs, and

only configure it with a dedicated network.

Keepalive IP Dedicated IP that can be used
NTP Server Dedicated connected NTP server
Ping the gateway IP connected to the network port, you can
Network Diagnosis Ping judge whether the LAN connected to the BL102 network port is

normal, fill the gateway IP, click Ping, green means normal.

4.2.3 COM Port Configuration

4.2.3.1 COM Port Attribute Configuration

Double click COM1. Serial Port Attributes box will pop up for configuration
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BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - X

Pae po @ iZ © B ® 3 q

Search Clear Import Export Read Config. Write Config. Monitor Log $%7  Help About

B {hgumpm ail Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

=]
PRS485 ( Modbus RTU )
Bl Ecomz Serial Port Settings

Made Se\ection‘ Collection -

Ps7-200
COM3
COoM4 I Device Brand Modbus
EILAN Device Model MODBUS RTU [
B @waN .
@ R ( Modbus TCP ) -Serial Port Settings

(70 e =
A6 Baud| 9600 ~+| DataBits| & -]
o —_——
B Even StopBit 1 ~| ParityBit| MNone |
) OpenVPN
?A‘Erms | o
‘@ Tasks
[ & DataServices
) Pass Through

Protocol Settings

P Modbus RTUSTCP
© Modbus TCP Server
IBACnet/IP

Item Description Default

Select from "Collection", "Pass | Collection
through”, "Modbus RTU to TCP"

Mode Selection

Select from "Modbus",
Device Brand "Mitsubishi","Siemens","OMRO | Modbus
N","DELTA"

_ Select slave device according Modbus RTU
Protocol Device Model
to selected brand

Settings : : : -
Device command interval time Polling Interval : 20ms

Polling Interval and device return timeout time, | Timed out: 200ms
And Time out click the button next to the
device model to set it.

Select from “1200”, “2400”, 9600
Baud Rate “4800”, “9600”, “19200”,
Serial Port “38400”, “57600”, “115200”

Settings Stop Bit Select “1Bit” or “2Bit” 1Bit

Data Bit Select “7Bit” or “8Bit” 8Bit
Parity Bit Select “None”, “Even” ,“Odd” | None

OK Confirm COM configuration
Cancel Cancel COM port configuration
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4.2.3.2 Add COM Port Connected Device

Right click COM1 and click Add to add PLC. Device configuration box will pop up. For the added
device, double click it to show device configuration information. Right click to delete device.

The byte order of the configuration data points is also set here
Note: Maximum 50 same model PLC data can be collected through COM

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

D& 2 2 A s ®

™
652

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

o
2074

- X
? i
Help About

Variable Name

B ¢FBL103Pro

(@ILA

[IWAN
154G
B ven
2 OpenVPN
ﬁ*&Alafms
[;:éTasks
= @DataSewices
6@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
QIBAChet/IP
QOPC UA
=& Cloud
@MQTT Client
@MQTT Client Il
Al 10T
@HUAWEI loT

Address Type

Address

Value Unit

Data type

Varibale Key

Map Address

Ratio

BLiiot BeilLai Industrial Gateway www.BLiiot.com V1.1.3.7

PapPps @ 4

Search Clear Import Export Read Config. Write Config. Monitor Log

-

o
Rz

-0 X
? i
Help About

Variable Name

B shBLL10Pro
=]

Address Type

QRS485 ( Modbus RTU )

Address

Value Unit

B &Ecomz

s7-200
EIcomM3

Device Name

Device Information

-Device Properties

EEICOM4
@ILAN
EHEwan
@ MO ( Modbus TCP )
4G
EHEIveN
@ OpenVPN
ﬁ"éAIarms

Slave ID

16-bit Data Type |

Write Function Code |

32-bit Data Type |

[ ok |[cancel|

E\@Tasks
E @DataSewices
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@ BACnet/IP

Data type

Varibale Key

Map Address

Ratio
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Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

Pa P M & © O B ™ @

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About

= EI'ABU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
- EEcoMi
Delete
EILAN
EWAN
146
(SR
@ OpenVPN
Tig Alarms
[;:e\)Tasks
& pataservices
€ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
QBACnet/IP
§OPC UA
E-&Cloud
GIMQTT Client
@MQTT Client Il
DAl loT

Note: For different PLCs, the protocols are different and the configuration items are different. For
example, if selecting Modbus as device brand, then the configuration is as below table:

Device Information

Item Description Default
Device Name Name of Device to be connected to COM
COM port device Modbus communication
Slave ID
address
Device 16-bit Data Type Select from “AB” and “BA” AB
Property . Select from “ABCD”, “DCBA”, “BADC” and ABCD
32-bit Data Type
“CDAB”
Write function code Select from 05/06, 15/16 15/16
OK Confirm device configuration
Cancel Cancel device configuration

4.2.3.3 Add COM Port Device Datapoint

Click device name and then right click the box on the right, click Add to enter data point configuration
box. The outside of the mapping address on the configuration software represents the Modbus
address, and M. XXX in the brackets represents the PLC Modbus address.

Right click "Add" to add the next data point. You can also right click to delete the data, or double click
the data point to edit the data.

Add data points by importing and exporting Excel file. First, create some data points to export, the
configuration content of the Excel file is the same as the information configuration principle of the
data point configuration box. The variable name, variable label, mapping address, and collection
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address can not conflict.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 o= X
M fAy - ?
P o 22 A ' 3 ® B e a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log ¥ Help About
=] {I}BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
- &3comt
(RILAN
(RIWAN
(‘A’MG
[SREEN
@ OpenVPN Add

ﬁ;AIarms Delete
= Import Excel File
“oTasks

B EDataservices
@ Pass Through

Export Excel File

@ Modbus RTUSTCP
@ Modbus TCP Server

@BACnet/IP
QOPC UA
E-&SCloud
@MQTT Client
@MQTT Client Il
@Al loT
3Liiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 — X
Dap e 4 & = % ©
Search Clear Import Export Read Config. Write Config. Monitor Log £ Help About
B g4BL110Pr0 A Variable Name Address Type Address  Value Unit Data type Varibale Key Map Address Ratio
E&comL

EIRS485 ( Modbus RTU )

Variable Properties

B Ecomz
@ §7-200 Variable Name TAG0O02 Varibale Key REG002
EDcom3 = OCT/DEC/HEX | Decimal - ‘
EHcom4 ——
Address Type| 01 Coil Status{0x) - ‘ Address
[ZILAN —_—

Detsiype - -| Add Number 1
EH@iwaN
QR0 ( Modbus TCP ) Read/Write Read/Wite - Ratio none

Wag Map Address 5 Varisble Unit
B EveN
@ OpenVPN E | @ |
ﬁ'ﬁ;AIarms
[;:éTasks
B & pataservices
@ Pass Through
@Modbus RTU=TCP
@ Modbus TCP Server

Variable Properties

Item Description

Variable Name | Name of Added Datapoint
Variable Key The MQTT identifier of the data point, can be filled in arbitrarily.

Select from "decimal”, "octal", "hexadecimal" according to the

OCT/DEC/HEX )
collection address
Select the register type of the device, different protocols display
Address Type ]
differently
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Address Address of the collected data point

Select from Boolean, 16-bit unsigned integer, 16-bit signed
Data Type integer, 32-bit unsigned integer, 32-bit signed integer, 32-bit
single precision floating point

Add Number Datapoint Quantity

Read/Write Select “read only”, “read and write”

Rat Only set for numeric data. Data can be magnified or minified
atio
with certain ratio before sending to cloud

Address in Gateway where datapoints are stored.
Map address Boolean: 0~2000 addresses, Numeric: 0-2000 addresses.
Each register address space is one character

Variable unit The unit of the data point, fill in as needed, not required.

OK Confirm datapoint setting
Cancel Cancel datapoint setting
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
P2 8 £ 82 ik ¥ ® B ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 42 Help About
=] {hBU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
B & com Dot 01 Coil Status(0x) 0 bool Dot 0(M.000001) none
Doz 01 Coil Status(0x) 1 bool DO2 1(M.000002) none
DO3 01 Coil Status(0x) 2 bool DO3 2(M.0000032) none
@LAN DO4 01 Coil Status{Ox) 3 boaol DO4 3(M.000004) none
WIWAN Dos 01 Coil Status(0x) 4 bool Dos 4{M.000005) none
4G DO6 01 Coil Status(0x) 5 bool DO6 5(M.000006) i
E @VPN DO7 01 Coil Status(0x) 6 bool DO7 6(M.00000T) none
@ OpenVPN Do8 01 Coil Status{0x) 7 boal DOo3 7(M.000008) none
ﬁi’,AIarms IDiNW 02 Input Status(1x) 07 == T :ool‘ DIN1 B(M.000009) none I
DINZ 02 Input Status{1x) 1 00 DINZ 9(M.000010) none
(oTasks DIN3 02 Input Status(1x) 2 KCE| File bool DIN3 10{M.000011) none
B} (= Dataservices DIN4 02 Input Status(1x) 3 Export Excel File boal DINg 11{M.000012} none
& Pass Through DINS 02 Input Status(1x) s bool DINS 12({M.000013) none
2 Modbus RTUSTCP DING 02 Input Status(1x) 5 bool DING 13(M.000014) none
€ Modbus TCP Server DINT 02 Input Status(1x) 6 bool DINT 14{M.000015) none
©BACHet/IP DINB 02 Input Status(1x) 7 bool DINB 15(M.000016) none
QOPC UA
=& Cloud
§MQTT Client
@ MQTT Client I
DAl loT

Right click datapoint to delete it and double click it to edit it.

4.2.4 LAN Port Configuration

4.2.4.1 LAN Port Attribute Configuration

Double click LAN port to enter setting page. Factory default IP of LAN is 192.168.3.1. Auto IP address
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distribution and routing functions are turned off in factory setting.

Note: If LAN port is connected to switch, the IP of all devices connected to switch must be the same
as LAN port IP.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - 0 X

p é -fa (fa t ‘i 5? % 2 i

—

Search Clear Import Export Read Config. Write Config. Monitor Log 132 Help About

E gzj.BLllGPro = Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EHEcomL
RS485 ( Modbus RTU )
@ Devicel
E-E3com?
©s7-200
EAcoM3
EEcom4

Ethernet Settings

DHCP() Routing Enabledo
1P Address 192.168.3.1

Subnet Mask 255.255.255.0

EHEiwaAN
@O ( Modbus TCP )
“wag
E-Even
) OpenVPN
ﬁ‘éA\arms
EéTasks
=] @DataSewices
&) Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server

MAC Address 08:00:27:6e:c0:19

0K || cancel |

LAN Port Configuration
Item Description
Green indicates auto IP distribution for LAN is enabled
Gray indicates auto IP distribution for LAN is turned off

DHCP

Routing Green indicates routing function is enabled.
Gray indicates routing function is turned off
IP Address LAN port IP Address
Subnet mask | LAN Port subnet mask
MAC Address | LAN port MAC
OK Confirm LAN port Setting

Cancel Cancel LAN port setting

4.2.4.2 Add Device to LAN Port

Right click LAN and clik Add to enter device configuration page. PLC data can be collected through
Gateway BL102 LAN Port or through switch which is connected with LAN.

Note: Total 50 PLCs can be connected through LAN and WAN, different models from different PLC
makers can be connected simultaneously.

Page 34 of 134 Pages Shenzhen Beilai Technology Co., Ltd. V1.1
https://www.bliiot.com



]
(BLiloT

MAKE 10T EASIER

PLC/Modbus to MQTT/OPC UA Gateway BL102

OPap o &

Bliiot BeilLai Industrial Gateway www.BLiiot.com V1.1.3.8 -

Search Clear Import Export Read Config. Write Config. Monitor Remote

a X

W @ G
432 Help About

4

Log

) FBL103PrO
@ EIcoM1
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@ VAN
E:All4(3
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) OpenVPN
ﬁ"gAIarms
[;:éTasks
[ &= DataServices
@ Pass Through
& Modbus RTUSTCP
@ Modbus TCP Server
G BACet/IP
R OPC UA
E-&SCloud
@MQTT Client
§MQTT Client I
G AliloT
@ HUAWEI loT

Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
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Log

B thBL110Pr0 =
B EBcomL
RS485 ( Modbus RTU )
@ Devicel
[ EBcom2
@ s7-200
ECOM3
EEICOM4

B Ewan
@®0O ( Modbus TCP )
“aag
EH=ven
@ OpenVPN
ﬁEAIarms
@Tasks
= @DataSeNices
@ Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server

Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

Device Information

Device Name
Device IP

Device Port
Device Brand Modbus -
Device Model MODBUS_TCP =) (]

-Device Properties

16-bit Data Type AB ~|
32-bit Data Type ABCD -
Write Function Code 15/16 vl

[oc ] [cocel

LAN Port Device Configuration

Item

Description

Device Name

LAN Port PLC Name

Device IP

Set IP Address of LAN port PLC. PLC IP Address must be the
same as Gateway BL102 LAN IP Address. If it's not the
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same, need to change PLC IP address or LAN port IP
address. To change LAN port configuration, it will not take
effective until restart after power off

Device Port Set LAN PLC port
Device Brand Select from Modbus, Mitsubish, Siemens, OMRON
Device Model Select PLC Model

Polling interval and | Command interval time and device return timeout time, click
Time out the button next to the device model to set it.

16-bit Data Type Select “AB” or “BA”, only configure it if Modbus is selected as
device brand.
32-bit Data Type Select“ABCD”, “DCBA”, “BADC” or “CDAB”, only configure it
if Modbus is selected as device brand.
Write function code | Select from "05/06", "15/16"
OK Confirm LAN port device setting
Cancel Cancel LAN port device setting

4.2.4.3 Add LAN Port Device Datapoint

Follow the same procedure of adding datapoints for COM port device to add datapoints of LAN port
device. ID of the Modbus TCP device is configured in the data point configuration box.

Add COM Port Device Datapoint

4.2.5 WAN Port Configuration

4.2.5.1 WAN Port Attribute Configuration

Double clik WAN to enter WAN port configuration box
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E gI‘g,BLHGPrG 2 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratic
E-EmcomML
EIR5485 ( Modbus RTU )
£ Devicel
[E-Emcom2
SR auto @)
EIcoM3 |
Scon Subnet Mask 255.255.255.0
@LAN Gateway 192.168.1.1

Ethernet Settings
IP Address 192.168.1.131

E MAC Address 08:00:27:28:01:af
R0 ( Modbus TCP )
“ag
i o)
£ OpenVPN
ﬁ}’,AIarms
EéTasks
= DataSewices
€0 Pass Through
£ Modbus RTUSTCP
& Modbus TCP Server

DNS 114.114.114.114

WAN Port Configuration
Item Description

Green indicates auto retrieving IP
Auto IP o _ .
Gray indicates IP is specified
IP Address Current IP Address of WAN Port
Subnet Mask | Current WAN Subnet Mask
Gateway Current WAN Gateway Address

MAC Address | WAN port MAC address

DNS Current WAN port DNS server
OK Confirm WAN port setting
Cancel Cancel WAN port setting

4.2.5.2 Add Device to WAN Port

Right click WAN and clik Add to enter device configuration page. PLC data can be collected through
Gateway BL102 WAN Port or through switch which is connected with WAN.

Note: Total 50 PLCs can be connected through LAN and WAN, different models from different PLC
makers can be connected simultaneously.
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Was Add
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0 OpenVPN
ﬁ"{,marms
@Tasks
& Dataservices
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
) BACnet/IP
QOPC UA
B & Cloud
@ MQTT Client
@MQTT Client Il
QAli loT
@ HUAWEI loT

Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
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Log

[ ghBL110PrO
EHeEIcomML
EPRS485 ( Modbus RTU }
& Devicel
EHeEIcomz
s7-200
EEICcoM3
EEICcom4
[ZILAN
=
@m0 ( Modbus TCP )
4G
= tveN
@ OpenVPN
ﬁ%AIarms
[;:éTasks
& Dataservices
@ Pass Through
@ Modbus RTUsSTCP

@ Modbus TCP Server

Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

Device Information

Device Name

Device IP

Device Port

Device Brand | Modbus
Device Model MODBUS_TCP ][]

 Device Properties

16-bit Data Type -|

32-bit Data Type ABCD |
Write Function Code 15/16 ~|

AB

Tox H C‘anr,el-‘

WAN Port Device Configuration

Item

Description

Device Name

Name of WAN Port PLC

Device IP

IP Address of WAN Port PLC

Device Port

WAN port PLC Port

Device Brand

Select from Modbus, Mitsubishi, Siemens, OMRON

Device Model

Select PLC Model

Polling interval
Time out

Command interval time and device return timeout time, click
the button next to the device model to set it.
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] Select “AB” or “BA”, only configure it if Modbus is selected as
16-bit Data Type ]
device brand.
Select “ABCD”, “DCBA”, “BADC” or “CDAB”, only configure it
if Modbus is selected as device brand.
Write function code | Select from "05/06", "15/16"

OK Confirm WAN port device setting

Cancel Cancel WAN port device setting

32-bit Data Type

4.2.5.3 Add WAN Port Device Datapoint

Follow the same procedure of adding datapoints for COM port device to add datapoints of WAN port
device. ID of the Modbus TCP device is configured in the data point configuration box.

Add COM Port Device Datapoint

4.2.6 4G Network Introduction

Double click 4G to enter APN setting box.
Note: It's not necessary to set APN for China mainland 4G network. If no 4G module in the device,
it's not needed to set it either

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - X
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Search Clear Import Export Read Config. Write Config. Monitor Log 32 Help About

E, gI}BLllOPro =1 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio |
EHeEmcoml
@ RS485 ( Modbus RTU )
& Devicel
EHeEcomz

@ s7-200
GHCOM3 Mainland China does not need to be set.

4G Settings

EEICOM4
(ZILAN

B Ewan
& EO ( Modbus TCP )

APN
User

Password

| ok ||cancel|

=-Elven
@ OpenVPN
ﬁ*{,AIarms
E'gTasks
= @DataSeavices
) Pass Through

@ Madbus RTUSTCP
P Modbus TCP Server

4G Configuration
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Item Description

APN Access Point Name of SIM card cellular network
User Name User Name of SIM card cellular network
Password Password of SIM card cellular network

4.2.7 OpenVPN Introduction

Only BL12Pro have the OpenVPN function, and the gateway device is the client. According to the IP assigned
by the OpenVPN server to the gateway device client, you can directly enter the gateway client IP in the

"Device IP" item of the configuration software login interface, and click Connect to log in to the gateway

t ¥

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.7

JORN-J .

Search Clear Import Export Read Config.

- O X

& @ G
$ix  Help About

3 5 eu0p0
B Ecomi

E-&acom2

“WaG
B 7ven

) RS485 ( Modbus RTU )
@ Devicel

57-200

EIcom3 |

EFICOM4

(RILAN
B EwaAN

@O ( Modbus TCP )

ﬁ}’,A\arms
EéTasks
B & Dataservices

2 Pass Through
£ Modbus RTUSTCP
© Modbus TCP Server

Variab type Varibale Key

Client/Server | Client -

IP/Domain

Port 1194

TCP/UDP | uppP -

TUN/TAP | TUN -

Authentication Model Password Only "

User Name

Password

Encryption Algorithm | AES-256-GCM -

CA File =

Client Certificate File ‘_‘

Client Key File L‘

Compression Algorithm | Lz0 -

Map Address Ratio |

OpenVPN

Item

Description

Client/Server

Gateway device as client "Client"

IP/domain name

OpenVPN connection

The address of the server with which the client establishes an

Port The TCP/UDP port provided by the server for establishing a
connection, the default is 1194.

TCP/UDP The protocol used in the communication between the client and
the server, and the connection method is selected according to
the server.

TUN/TAP In TUN mode, 3 Layer tunnel is established to realize

point-to-point transmission. In TAP mode, 2 Layer tunnel is
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established to implement transparent transmission of IP packets.
Select the connection method according to the server.

Authentication Select from "Password Only", "Certificate Only", "Password and

Mode Certificate" as required

User name Username of the client, not required for "certificate only" mode.

Password Client user name password, not required for "certificate only"
mode.

Encryption Select the data encryption algorithm, and select the connection

Algorithm encryption algorithm according to the server.

CAFil Select File Upload, the root certificate provided by the OpenVPN
ile
server.

Client Certificate | Select File Upload, the client certificate generated by the user

File based on the root certificate.
i ] Select File Upload, the key corresponding to the client
Client Key File -~
certificate.
Compression Select from "LZO" and "LZ4" according to the OpenVPN server
Algorithm selection.
OK Confirm OpenVPN configuration
Cancel Cancel OpenVPN configuration

4.2.8 Alarms and Events Configuration

Click "Alarms”, move the mouse to the right box, right click, click "Add", to enter "Alarm and Event"
setting box. You can configure the data points, action and the action to be performed for alarm

recovery.
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4.2.8.1 Alarm Point Configuration

L &
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B (hBL103PrO
E@AN
@ EIWAN

(‘A’J‘lG
[ SR

[FBTasks

QO

QH

@-EcoMmi

@ OpenVPN

[ionorne]

=] @DataSeNices
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@ BACnet/IP

PCUA

EF&SCloud
@ MQTT Client
MQTT Client I
Al loT

UAWEI 1aT

Device Variable Name ~ Alarm Name High Limit Low Limit Alarm Type

Add
Delete

Jitter Delay(s)

Alarm Key
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Y Help About

Q7
EICoM

-200

Device Variable Name Alarm Name High Limit Low Limit Alarm Type

Jitter Delay(s) Alarm Key

EEICOM4
[ LAN
EHEwaN

Q|

tR)aG
E-Even
Qo

[;:éTasks

= @Datas
QPa

@m

M

Alarm Name
Alarm Key
Variable Name
High Limit

Low Limit

Jitter Delayls)

ALARMOO1

Alarm Type Alarm when closed -

Alarms

Alarm Triggered Execution Action Alarm Recovery Execution Action

Add |

Port Device Write Point  Write Valu || Port Device Write Point

Write Valus

@ BACeyTP I
@OPC UA

EH&yCloud

@ MQTT Client
@ MQTT Client II

Alarm and Events Configuration

Item Description
Name Name of Alarm Point
Alarm Key MQTT flag of alarm point, can be randomly set

Variable Name

Select alarm point and click Add. Datapoint box will pop up. Click

the point to be set for alarm and click OK to confirm. Double click
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datapoint to enter datapoint attribute page

High Limit High Limit alarm value of numeric datapoints
Low Limit Low limit alarm value of numeric datapoints
Alarm Type Select from digital alarm mode: Normally Open or Normally
Close
) Within alarm acknowledge time, if data will recover to normal
Jitter Delay

value, no alarm will be triggered. Otherwise it will generate alarm

Confirm alarms and events setting

Cancel

Cancel alarms and events setting

4.2.8.2 Alarm Event Configuration

Put mouse in "Alarm triggered execution action", right click the prompt box, click "Add" to enter event

configuration box, and set the operation to be performed when the alarm is triggered. In the same

way, put mouse on "Alarm recovery execution action", set operations when the alarm release.
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@ @WAN
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EéTasks
[ =3 Dataservices

Port Device Variable Name Alarm Name High Limit Low Limit

Alarm Type

Jitter Delay(s)

Alarm Key

Alarm Name
Alarm Key
Variable Name
High Limit

Low Limit

€9 Pass Throug
& Modbus RT|
£ Modbus TC
@ BAChet/IP
QIOPC UA

Alarm Type

Jitter Delay(s)

Alarms

Alarm Triggered Execution Action

Alarm Recovery Execution Action

Port Device Write Point  Write Valu || Port

ALARMOO1

DO1 Add

Add
Delete

Alarm when closed

2

Device

Write Point

Write Walu

oK Cancel

B & Cloud

@ MQTT Client
@MQTT Client I
Al loT

S HUAWEI loT
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) 5BL103Pro Port Device Variable Name ~ Alarm Name High Limi Limit Alacm Tun, litter Delayls) Alazn K
Add Variable Point
B EIcoM1
Variable Type Port Device Variable Name
B AN Alarms - :
Collection Point | COM1 | M140T DO1
B @WAN Alarm Triggered Execution Action| ¢ jjocsion point  |cOM1 | M140T Doz
fwac Port Device Write Point Follection Point  {CGMT " M140T DO3 ]
& Fven e Collection Point | COM1 | M140T DO4
o Execution Event 5 z
©0penVPN Ay ALARMOOT Collection Point COM1  M140T DOs
. Collection Point | COM1 | M140T DO6
Variable Name DO1 Add o
Write Point Add Collection Point  COM1 | M140T DO7
= High Limit
[BTasks 9 Wirite Value Collection Point | COM1 | M140T DOB
[ = Dataservices Lok e Callection Point | COM1 | M140T DINT
) Pass Throug Alarm Type Alarm when closed s Il Collection Point | COM1 | M140T DINZ
@ Modbus RT! Jitter Delay(s) 2 Collection Point | COM1 | M140T DIN3
§ Modbus TC Collection Point  COM1  M140T DIN4
Collsction Paint | COM1 | M140T DINS
D BACnet/IP
Collection Point | COM1 | M140T DING
QOPC UA > =
Collection Point  COM1  M140T DIN7
B &Hdioud Collection Point | COM1 | M140T DINg
@MQTT Client PR
" Cancel
@MQTT Client | o]
@Al loT
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Event Configuration

Item Introduction

Generate the point name according to the selected data point,
Write Point Name | click "Add" to select the data point to be operated. Click on the
data point and click OK

Write Value Write the value of the data point to be operated, write "1" or "0"

for Boolean, "0" means open, "1" means close.

4.2.9 Task Plan Configuration

Left click on "Task", move the mouse to the right box, click the right mouse, "Add" will pop up, click
"Add", to enter task schedule setting box, put the mouse in the box, and right click to enter the
operation box, click "Add", to enter Execution Event box.
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&9 Pass Through
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2 Modbus TCP Server
@ BACnet/IP
©OPC UA
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@ MQTT Client
@ MQTT Client Il
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Task Name Week

Add

Delete

&332 Help About

Time |
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Time |

g5, BL103PrO Task Name Week
B EICoM1
B @LAN Tasks
B (=) WAN Port Device Write Point Write Value
(;&:146 Task Name
B veN System Action NULL -
1 @OpenVPN UTCTime:| 00 ~ Hour| 00 =~ | Min
- [] Monday -
f&A\arms S0
elete
B &3 DatasServices [ [ictiecay
@ Pass Through U T}tumday
©Modbus RTUSTCP [ Jifriday
@ Modbus TCP Server L[ anicy
QIBAChel/IP [ [Sieday
QOPC UA
E &C!uud m Cancel
@MQTT Client
@MQTT Client Il
Al loT
GIHUAWEI 10T
Task Plan Configuration
Item Description
Task Name Name of Task Plan
. Can set to restart the gateway device on a scheduled time. If it
System Action ) _ ) ) o
is to schedule other actions, select "NULL" for this item.
UTC Time Set the time for task scheduling, this time is UTC time.
Week Set week day to perform the planned task
Write Point Name | Generate the point name according to the selected data point,
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click "Add" to select the data point to be operated. Click on the
data point and click OK

Write the value of the data point to be operated, write "1" or "0"

Write Value
for Boolean, "0" means open, "1" means close.
OK Confirm Task Plan setting
Cancel Cancel Task Plan setting

4.2.10 Data Service

4.2.10.1 Transparent Transmission

Set COM mode to Transparent Transmission, set COM parameters and then configure Transparent

Transmission parameters
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B 533BL103Pr0 Variable Name Address Type Address  Value Uit Datatype Varibale Key Map Address Ratio
[ZILAN
EIWAN Serial Port Settings
i Mode Selection Pass Through -
EA14G
-Protocol Settings —— Collection
= @VPN Pass Throug
Modbus RTUSTCP
©O0penVPN After setting parame! kil o
. service=>Transparent Transmission to set relevant
ﬁ%A\arms parameters.
[;:@Tasks
= @Datagewice; -Serial Port Settings
@ Pass Through Baud 9600 ¥ Data Bits 8 LS
©Modbus RTU=TCP Stop Bit 1 b Parity Bit None &
@ Modbus TCP Server _
@ BACnet/IP -
Q0OPC UA
=& Cloud
MQTT Client
@MQTT Client Il
@Al loT
QHUAWEI loT
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= ,L'I'!,BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EICOM1 Pass Through
@LAN The configuration on this page will take effect only if the serial port is set to the
transparent transmission mode.
EwaN £
()
Atd COoM com1 B
B Even TCP Mode TCP Server -
©OpenVPN Network Interface | WAN i
Tig Alarms 1P/Domain 192.168.1.196
(B Tasks Port 5000
(] &5 DataServices
: -TCP Client Settings
@Modbus RTUSTCP Lo Meaoac
@ Modbus TCP Server Fiie MK e aciaire
IBACnet/IP Heartbeat Message
@OPC UA Heartbeat ACK Message
Bl & Cloud Heartbeat Interval(s)
@MQTT Client
@MQTT Client Il
Cancel
REir [concel]
QI HUAWEI loT

Transparent Transmission Configuration

Item Description
COM For example COM1
TCP Mode Select Gateway as “TCP Server” or “TCP Client”

Only set it when BL102 Gateway is used as TCP server
Select WAN or LAN

Network Interface

If BL102 is used as server, it can’t be set but

IP automatically show selected WAN or LAN IP
/Domain Name If BL102 is used as client, fill in transparent transmission
server |IP

Port If BL102 is used as server, fill in monitoring port
o
If BL102 is used as client, fill int server port

. Data Package of logging in to server, filled in when the
Login Message . .
gateway device acts as a client.

] Data Package of server response to login, filled in when
Login ACK Message , ,
the gateway device acts as a client.

Heartbeat Data Package to keep connection, filled in
Heartbeat Message ) )
when the gateway device acts as a client.

Heartbeat ACK Data Package of server response to heartbeat, filled in
Message when the gateway device acts as a client.

Cycle time of sending heartbeat package. Default is 60s,
Heartbeat Interval i ) ) .
filled in when the gateway device acts as a client.

OK Confirm Transparent Transmission setting
Cancel Cancel Transparent Transmission setting
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4.2.10.2 Modbus RTU to Modbus TCP

Set COM mode to Modbus RTU to Modbus TCP, set COM parameter and then configure Modbus
RTU to Modbus TCP parameters in Data Service

Bliiot BeilLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
i ™ By . i

D a2 i ¥ ® © B o q
Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About
= EI]BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

ZILAN

EwAN Serial Port Settings

(‘K’4G Mode Selection Modbus RTUSTCP
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E-2veN Pass Through

Modbus RTU=TCP.
@ OpenVPN After setting pmmer!mvmﬁmuuiﬂmmsta

service=>Modbus RTU=TCP to set relevant parameters.

ﬁ"aA\arms
EéTasks
B & DatasServices Serial Port Settings
@Pass Through Baud| 9600  ~ Data Bits 8
SIMGdGUS RTUSTCR Stop Bit 1 v Parity Bit|  None

@ Modbus TCP Server

QBAChet/IP i

OPC UA
E-&cloud
@MQTT Client
@MQTT Client Il
QA loT
@HUAWEI loT
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - g X
e 2 2 4 ' B @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
B} 58L103Pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EECOM1
GEILAN
= WAN
U\ Modbus RTU=Modbus TCP
B Edven e e e e e
©OpenvPN serial port is set to the Modbus RTU=TCP mode.
Tig Alarms com com1 v
[ Tasks TCP Mode TCP Server
[l & DataServices Network Interface WAN
@@ Pass Through Port 5000
]
@ Modbus TCP Server

QBAChet/IP

QOPC UA
E-&Cloud

@ MQTT Client

@MQTT Client Il

Al loT

@HUAWEI loT

Modbus RTU to Modbus TCP Configuration
Item Description
COM COoM1
TCP Mode TCP Server (Gateway can only be TCP Server)
Network Interface | Select “WAN” or “LAN”

Port Fill in port of monitoring BL102 Gateway (required)

OK Confirm Modbus RTU to Modbus TCP configuration
Cancel Cancel Modbus RTU to Modbus TCP configuration
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4.2.10.3 Modbus TCP Server

BL102 Gateway supports Modbus TCP protocol and provides data as Modbus TCP server. Modbus
TCP server is enabled permanently. Only configure Ethernet port and monitoring port. The IP
address of the Modbus TCP server can be selected according to the requirements of WAN or LAN.
WAN /LAN IP address can be viewed by clicking WAN/LAN

Biiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 -0 X

28 9 2 @  © B wu @ a

Search Clear Import Export Read Config. Write Config. Monitor Log X Help About

s7-200 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

EZICcoMm3
EZCoM4
(AN
BEHmwanN
© MO (Modbus TCP) Modbus TCP Server
WG
B Even
2 CpenVPN Port =
ﬁ%A\arms =
EéTasks -
= @DataSewi(es &l @l
@ Pass Through
& Modbus RTU=TCP

@ BACnet/IP
QOPCUA

B &cloud
@MQTT Client
@MQTT Client II

Modbus TCP Server Configuration
Item Description
Ethernet Port | Select “WAN” or “LAN”
Port Fill in gateway monitoring port (required)
OK Confirm Modbus TCP Server setting
Cancel Cancel Modbus TCP Server setting

Modbus TCP master computer is used as client to collect function codes supported by Gateway data.
Boolean data supports 01, 05, numerical data supports 03, 06, 16-bit byte sequence is AB and 32-bit
bytes sequence is ABCD. Follow master computer to put Modbus address or PLC Modbus address
(The outside of the mapping address on the configuration software represents the Modbus address,
and M.XXX in the brackets represents the PLC Modbus address.). Refer to below datapoint picture.
Master computer configuration refers to 5.4.2View and Send Command with KingView
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Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
B R A
D a9 o @# ¥ = = ® a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
=] EI'AEU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
& &com Do1 01 Coil Status(0x) 0 boal Do {M.000001) none
Do2 01 Coil Status(0x) 1 boal po2 1(M.000002) none
DO3 01 Coil Status(0x) 2 bool 003 2(M.000003) none
(@LAN DO4 01 Coil Status(0x) 3 bool DO4 3(M.000004) none
(@WAN DO5 01 Coll Status(0x) 4 bool DOS 4(M.O00005) none
4G DO 01 Coil Status(0x} s bool e 5(M.000006) none
= Fven po7 01 Coil Status(0x 5 bool po7 6(M.000007) none
OpenVPN po8 01 Coil Status(0x) 7 bool po8 7(M.000008) none
& DIN1 02 Input Status(1x) 0 baal DINt 3(1.000003) none
T Alarms
DINZ 02 Input Status(1x) 1 boal DINZ 2(M.000010) none
@Tasks
DINZ 02 Input Status(1x) 2 bool DINZ 10(M.000011)  mone
Bl Dataservices DIN4 02 Input Status(1x) 3 bool DING 11(M.000012) none
@ Pass Through DINS 02 Input Status(1x) 4 boal DINS 12(M.000013) none
& Modbus RTU=TCP DING 02 Input Status(1x) s boal DING 13(M000014)  none
@ Modbus TCP Server DIN7 02 Input Status(1x) 6 bool DINT 14(M.000015)  none
@BACheyIP DINg 02 Input Status(1x) 7 boal DINg 15(M.000018)  rone
QOPC UA
E-&Cloud
@MQTT Client
@MQTT Client Il
@Al loT

4.2.10.4 OPC UA

Gateway BL102 supports OPC UA and provides data as OPC UA server.
The IP address of the OPC UA server can be selected according to the requirements of WAN or LAN.
WAN/LAN IP Address can be viewed by clicking WAN LAN

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 — X
Pe P & & 4 =] ®m @ a
Search Clear Import Export Read Config. Write Config. Monitor Log ¥ Help About
©67-200 Variable Name Address Type Al Valoe Unit  Data type Varibale Key Map Address Ratio
EEICOM3
EEICoM4 OPC UA
EILAN 7 ) el
EHEwan
@ RO ( Modbus TCP ) o e
w46 [ @) Anonymous
. @ OpenVPN e
1 Atarms : i —
(B Tasks Certificate [
= @DataSeNices Prieateey |—‘
@ Pass Through

@ Modbus RTUSTCP

[ ok |[cancel]

& Modbus TCP Server
@ BACnet/IP

E-&Cloud
@MQTT Client
@MQTT Client IT

OPC UA Configuration
Item Description
Green indicates OPC UA is enabled
Gray indicates OPC UA is disabled. Default is disabled
Port Fill in the server port, the port must be filled in. Default: 4840

Enable
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Anonymous Disable by default. Gray: Enabled, Green: Disabled.

User Fill in the user name

Password Fill in User Password

Encryption policy. Select “none”, “basic256”, “basic128rsa15” or
“basic256sha256”
Certificate OPC UA certificate, select file to upload

Security strategy

PrivateKey OPC UA encryption key, select file to upload
OK Confirm OPC UA setting
Cancel Cancel OPC UA setting

Refer to 5.4.4View and Send Command with UaExpert for OPC UA Client configuration
OPC UA Client datapoints are retrieved from gateway and automatically generated. It's not

necessary to configure.The name of the data point is composed of the device name on the
configuration software and the variable name, and the Node id is composed of the device name on
the configuration software and the data point label of the device.

4.2.11 Cloud Platform

Gateway BL102 can be online simultaneously in multiple cloud platforms.

4.2.11.1 MQTT Client

MQTT Client can be connected to cloud with certificate or without certificate.

MQTT Client data format only supports JSON data format of "KingPigeon", "thingsboard", and
"sparkplug b". MQTT data format can be customized. More JSON data format and customized JSON
data format will be supported in the future.

Connect to the ThingsBoard platform, select JSON data format of "thingsboard-telemetry-gateway".
ThingsBoard platform domain name is thingsboard.cloud.

Connect to a platform that supports Sparkplug B, such as the ignition, select the JSON data format of
"sparkplug b", click the button next to the data template item, configure the group ID and edge node
ID in the configuration box.

MQTT Client supports multiple publishing topics, click "Add" in the publishing topic item to fill in the
publishing topic, and you can view the publishing topic name in the drop-down box of the publishing
topic item. Select the release topic name and click "Delete" to delete the release topic to be deleted.
MQTT Client also supports the selection of different data points for each publishing topic to publish.
Put the mouse cursor in the right box, click the right button, a prompt box will pop up, click "Add", a
data point box will pop up, click the data point to be published, Click "OK". Double-click a data point
to view the properties. As shown in the figure below: The publishing topic "topic" only publishes the
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data point "DO1" of the "M140T" device of "COM1", and other data points are not published.

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as that of
KingPigeon MQTT. Refer to: 5.4.19 King Pigeon MQTT Data Format.
"thingsboard-telemetry-gateway" JSON data format, publish and subscribe topic format refer to the

thingsboard official website documentation.

"sparkplug b" JSON data format, publish and subscribe topic format refer to Sparkplug specification
Note: The data point box is blank by default, if no data point is selected, all data points are published.
If there are multiple publishing topics, only one publishing topic can be blank, and other topics must
select the published data points, and cannot be left blank.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 o= X
28 9 8 @b d © O B ™ ® a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 132 Help About
B c5BL103Pro MQTT Client
B EEacomi ) Enabl
@M140T Variable Type Port Device Variable Name
@LAN e . Collection Point com1 M140T DO1
L WAN Port 1883
Rac Client ID
B Even User Name
@ OpenVPN Passwor d
ﬁ}’,AIaa’ms X‘SQQD
[@Tasks CA File
& Dataservices Client Certificate File
@ Pass Through Client Key File
@ Modbus RTU=T( Data Template
@ Modbus TCP Se Subscribe Topic
@BACnet/IP Dibhich Tope:
@OPC UA Upload Cyclels) :
Bl &cCloud Data Retransmission(_JI
f@mar cien ]
@MQTT Client Il
@Al loT
MQTT Client One Configuration
Item Description
Enabl Green indicates MQTT Client One is enabled
nable - . .
Gray indicates MQTT Client One is not enabled.
IP/ Domain Name Fill in Server IP/Domain name
Port Fill in server port(required), default is 1883
] Client Identifier of MQTT Connecting message.
Client ID o ) _
Server uses it to identify Client
User Name of MQTT Connecting message.
User Name ] o o
Server uses it for ID verification and authorization
Password of MQTT Connecting message
Password ] o o
Server uses it for ID verification and authorization
X.509 Green indicates certificate is enabled
(Enable Certificate) Gray indicates certificate is not enabled
CA Certificate Select file to upload (Need enable Certificate first)
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Client Certificate File Select file to upload (Need enable Certificate first)

Client Key File Select file to upload (Need enable Certificate first)

Json data format selection, choose from "KingPigeon",
"thingsboard-telemetry-gateway", "sparkplug b", "yundee",
Data template "dl". Default: KingPigeon. Some data templates have special
configuration, click the button next to it to configure, such as

the group ID and edge node ID of the "sparkplug b" template

Topic of MQTT subscribing message. After subscribing server

Subscribe Topic ] )
can send message to client for controlling
Topic of MQTT publishing message. It's used for MQTT to
identify message channel of sending valid load data. Wildcard
Publish Topic can’t be included in publishing message topic name.
Click Add to add more public topics.
Click Delete to delete Public Topic
Uploading Cycle Cycle time of MQTT data sending. Default is 30s

Green indicates offline data will be transmitted once network

o recovers; Gray indicates offline data will not be transmitted
Data Re-transmission ]
o once network resumes. Max 100,000 datapoints can be
(Enable data re-transmission) i _ _
re-transmitted. If more than that, the previous ones will be

deleted
Default is blank, means all data uploaded. In the box on the

Selection of published data ] ] ] ) ]
right, click the right mouse button, click "Add", the data point

points . _ _ _
box will pop up, click the data point, and click OK.
OK Confirm MQTT Client One setting
Cancel Cancel MQTT Client One setting

4.2.11.2 MQTT Client Il

MQTT Client Il Configuration is the same as MQTT Client
MQTT Client |l configuration refer to 4.2.11.1MQTT Client
MQTT Client Il subscribe topic will not be working. MQTT Client Two is used for view data but not

control data from cloud.
MQTT Client Il and MQTT Client“KingPigeon”JSON data format is the same as that of King Pigeon

MQTT. Refer to 5.4.9 King Pigeon Cloud MQTT Data Format
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4.2.11.3 Alibaba Cloud

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - 0 X
1 Peay = "
JORN-NIN .. R ' 2 © © B ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About
W
B fmven Ali loT
@ OpenVPN @ ) Enable
Tig Alarms Variable Type Port Device Variable Name
EéTasks
EI @DataSeWices Authentication Mode Device Secret
§ Pass Through Region China(Shanghai)
fModbus RTU= i
§ Modbus TCP Sg Biouaikey
@BACHE(/IP DeviceName
§OPC UA DeviceSecret | |
B & Cloud cAFile E
@ MQTT Client Client Certificate File =]
QMQTT Client I cliEt Koyl [-]
Upload Cycle(s) 30
@HUAWEI loT
DAWS loT
& KingPigeon loT]
@ KingPigeon Modbus loT
@}Advanced Settings
Alibaba Cloud Configuration
Item Description
Green indicates Alibaba Cloud is enabled
Enable Gray indicates Alibaba Cloud is not enabled. Default is

disabled

Default is key connection. Select the key or certificate
Authentication Mode | according to your needs, and choose from "Device Secret"

and "X.509".
Region Select Alibaba Cloud Region, default is China(Shanghai)
P The IP address of Alibaba Cloud Enterprise Edition, not
required for the public edition.
Set the same ProductKey as the one in Ali Cloud.
ProductKey , . , , , o
See below illustration (Device-Click DeviceSecret to view it)
) Set the same DeviceName as the one in Ali Cloud
DeviceName ] ) ] ] ] o
See below illustration (Device-Click DeviceSecret to view it)
Set the same DeviceSecret as the one in Ali Cloud
DeviceSecret

See below illustration (Device-Click DeviceSecret to view it)

CA Certificate Select File Upload(Select Certificate Connection to fill in)

Client Certificate File | Select File Upload(Select Certificate Connection to fill in)

Client Key File Select File Upload(Select Certificate Connection to fill in)

Uploading Cycle Cycle time of data sending. Default is 30s

Publish Datapoint | Default is blank box with all datapoints to be uploaded
Selection Right click the box and click Add to select datapoint for
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uploading. Click OK to confirm it.
OK Confirm Alibaba Cloud setting
Cancel Cancel Alibaba Cloud setting

Alibaba Cloud device model is under development. Thus datapoint must be added one by one.
MQTT flag must be the same as the one in configuration software. For example, collect datapoint
VW8 of PLCS7-200SMART. MQTT flag in configuration software is VW8. Then set datapoint as VW8
in cloud. Function name can be different from variable name in configuration software.

Device Certificate

Device Certificate copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

W Introduction to the unigue-certificate-per-device and unique-certificate-per-product modes

. o7 Platforn / Devices | Peoducts / Product Details | Define Feature
— ..« Edit Draft
o Product Name BLIOKEH ProductKey v Copy
Devices @ You are editing a draft. You need to click Publish to apply the TSL model.

Eloups Import 5L Model Ve oy v

o + Default Module

Enter amodule nar

Default Module ‘
Rules v

Feature Type Feature Name(al) denifer 1 DataType Data Defirition Actions
Maints v +Add Module
""""""""" Value Range: 2147483646 - 214748
Rl W05 e s s el
Resource Allocation
Value Range: 2147483648 ~ 214748
e N we we o o I
ik Vi v Value Range: -2147483648 ~ 214748
Link Visual Properties v w4 Int32 Ay 3 Edit | Delete
Documentation and Tools
Value Range: -2147483648 ~ 214748
Properties vz w2 Int32 e o Edit | Delete

Value Range: -2147483648 ~ 214748

Properties Vo wo Int32 L Edit | Delete

Boolean value:

Properties ar a7 Edit | Delet
value:
Properties as s Edit | Delet

&) Feedback
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:BLrioiBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
- T - .
Pag o e t ¥ ® © B @ G
| Search Clear Import Export Read Config. Write Config. Monitor Remote log 3  Help About
: Bl g48L110pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EICoM! Q0.0 Q 0 bool Qo 0{M.000001) nene
Qe Q 01 bool a1 1(M.000002) none
ERCOM2
Qo2 a 02 bool a2 2(M.000003) none
3
EICoM3 Q03 Q 03 bool Q3 3(M.000004) nene
EICOM4 Qo4 Q 04 baol Q4 4(M.000005} none
‘ EHE@ILAN Qos o] 05 bool Qs 5(M.000006} none
Qo6 Q 06 bool as 6(M.000007) none
EIWAN Qo7 Q 07 bool a7 7(M.000008) none
i o W 0 uint16 vwo 0{1M.400001) 1
Al 4G
w2z vw 2 uint16 vwz 1(M.400002) 1
| B &ven )
= Vw4 v 4 uint16 Vw4 2(M.400003) 1
©OpenVPN Vw6 YW 5 uint16 VW6 3(M.400004) 1
Tig Alarms vas v 8 uint16 vwa 4{M.400005) 1
‘ E‘gTasks
i [l & Dataservices
| @@ Pass Through

@ Modbus RTU=TCP
€@ Modbus TCP Server
@ BACnet/IP
QOPCUA

| B &Cloud

Note: Currently Alibaba cloud device shadow is not supported. Data is written through online
debugging. Multiple data sending is not supported.

4.2.11.4 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate. It supports multiple service IDs. Click
Add to set Service ID. ID can be viewed from the drop-down list. Click Delete to delete service ID.
HUAWEI Cloud supports uploading certain datapoints of each Service ID. Right click the box and
click Add to enter datapoint dialog box. Select the datapoint to upload and click OK to confirm it.
Double click the datapoint to view its attributes.

Note: 1. Datapoint box is blank in default which means all datapoints will be uploaded. If there’re
multiple Service IDs, only one Service ID datapoint box can be blank. Datapoints for uploading must
be selected for other Service IDs.

2. HUAWEI Cloud device shadow function is not supported. Data is written through synchronization
command.
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Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
Da L e # i © B "o d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 372 Help About
4G
EHEmveN | HUAWEI loT
@Openven
P Aarms Variable Type Port Device Varisble Name
[BTasks Authentication Mode Device Secret
B & Dataservices IP/Domain
& Pass Through Port 1883
@ Medbus RTUSTCP Device ID
@ Modbus TCP Server Device Key
@ BACnet/IP CAFile E
@OPCUA Client Certificate File [=
B &Cloud Client Key File E
@MQTT Client ServerID -
MQTT Client I Upload Cyclets) 20
@Al loT Data Retransmission(__JI
DAWS laT
D KingPigeon loT
@ KingPigeon Modbus loT
@Advanced Settings

HUAWEI Cloud Configuration

Item Description
Enable Green indicates HUAWEI Cloud is enabled.
Gray indicates HUAWEI Cloud is disabled. Default is disabled
Authentication Default is key connection. Select the key or certificate according
mode to your needs, and choose from "Device Secret" and "X.509".
Select connecting to HUAWEI Cloud via MQTT to enter console.
Click Overview to get server IP address of device connection
= | el e
Domain Name | - ]
8| .. AR p——
Default is 1883, fill in 1883 for connecting with Secret Key
Server Port o ] ] -~ ]
fill in 8883 for connecting with Certificate (Required)
ID)

Set the same ID as the one in HUAWEI Cloud(Device-Device

Wore

" HuawelcLoup

= loT Platform  Device Details

. Commands Device Shadow Message Trace €hild Devices T
DeV|Ce |D ) BLI0T £ @ office @  froducr BLIOT
g BL101-UA |j| 1 e Sec
Device Secret Set the same Device Secret Key as the one in HUAWEI Cloud
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Key when creating device in HUAWEI Cloud. If it’s forgot, it can be

reset in device authentication.

(Not necessary if connecting with certificate is selected)
CAFile Select File Upload(Select Certificate Connection to fill in)

Client Certificate | Select File Upload(Select Certificate Connection to fill in)

Client Key File | Select File Upload(Select Certificate Connection to fill in)
Set the same Service ID as the one in HUAWEI Cloud.
(10T Platform-Products-Add Service-Service ID)

HUAWEI CLOUD

IoT Platform

ORRlIN : -

Add Service
| Basic edition LI BL101 i |

Overview I Service ID I
Product Nam|
Service Type

{2,
o

B

Service ID

ol

LESER iz I'l

Multiple Service IDs are supported

Upload Cycle Cycle time of data uploading. Default is 30s

Green indicates offline data will be transmitted once network

Data recovers; Gray indicates offline data will not be transmitted once
Re-transmission | network resumes. Max 100000 datapoints can be re-transmitted.
If more than that, the previous ones will be deleted.

Datapoint Default is blank box with all datapoints to be uploaded
Uploading Right click the box and click Add to select datapoint for

Selection uploading. Click OK to confirm it.
OK Confirm HUAWEI Cloud setting
Cancel Cancel HUWEI Cloud setting

Set datapoint in HUAWEI Cloud as below picture. If there’re multiple service IDs in configuration
software and each service ID has different datapoints, configure the same service ID in HUAWEI
Cloud. Put MQTT flag as attribute name. For example, collect datapoint Q0 of PLC S7-200SMART,
put configuration software MQTT flag QO as attribute name.
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# Value Range [ 2147483647 H 2147483647 \ }
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\
unt | \

ER

- - - 5
Pao P2 &k ¥ @ e 0
Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About

A Variable Name Address T Address  Value Unit  Datatype Varibale Key Map Address Ratio
£,BL110Pro ! ype
o i Q00 a [ | ool oo biv.000001) none.
B Qo1 la 01 | ool o1 H(11.000002) none
Qo2 a 0.2 | | ool a2 b(.000003) ‘none
—Ecom: a3 la 03 \ | ihoal %] B{M.000004) !mne
—EEcoms ‘ Qo4 a 04 | | ool s L1000005) e
B &iLaN Qos a 05 | | bool s 5(1\1.000008) [none
oo 5 = | | i b oo e
- EWaN a0z a 07 | | ool a7 i7(M.000008) none
tas VWO ww o | | uintls  [vwo bv.400001) 1
w2 w l2 | | uintls Vw2 1(M400002) 1
B Even \ ‘ = i
_L vwa ww 4 | | int16 W 2(1V1.400003) 1
@ OpenVPN vwe w 6 | | uint16 Ve 3(M.400004) 1
—TigAlarms vws ww 8 | | uintls  [vwa f(v.200005) 1
—@Tasks
= DataServices
€9 Pass Through
@ Modbus RTUSTCP
€ Modbus TCP Server
@BAChet/IP
©OPCUA
= Cloud
| v

4.2.11.5 AWS Cloud

1. Datapoint box is blank in default which means all datapoints will be published. If multiple topics are
published, only one topic datapoint box can be blank. For other topics, datapoints for publishing must
be selected.

2. AWS Cloud data writing function is not supported
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DL 22 i ¥ @) m e a
Search Clear Import Export Read Config. Write Config. Monitor Remote $17  Help About
E‘A” e Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
[ AWS loT
E-Even ) Enable
T 0pnVPN = Variable Type Port Dsics Variable Name
ﬁ‘émarms
EéTasks
= @DataSewices Dok
€0 Pass Through Bt 3953
©Modbus RTU=T| i
©Modbus TCP Se 2
@BAChel/IP it
©OPCUA Client Certificate File
B ©Cloud Client Key File
@MQTT Client Clgo
@MQTT Client I Upb=donet 2
@Al loT
@ HUAWEI loT
|_| | ok [[cancel|
€9 KingPigeon loT
€ KingPigeon Modbus loT
{§}Advanced Settings

AWS Configuration

Item

Description

Enable

Green indicates AWS is enabled.
Gray indicates AWS is disabled. Default is disabled

IP/
Domain Name

Fill in the terminal node, enter the console, and click "Things" -

"Interact".

AWS loT x AWS laT Things BL101

Monitor
Activity

» Onboard Actions ~

¥ Manage

Details This thing already appears to be connected, Connect a device

Thing groups P HTTPS

Billing graups

Jobs i Update your Thing Shadow using this Rest AP| Endpoint. Learn more

Jab templates

Tunnets

P Fleet Hub MQTT

¥ Greengrass Use topics to enable applications and things to get, update, or delete the state information for a

> Secure . Thing (Thing Shadow) Learn more

Server Port

8883 (Required)

Things

Input Thing ARN

AWS loT X AWSIoT > Things » BL101

Monitor

Activity

» Onboard

¥ Manage

Types

Thing ARN

A thing Amazon Resource Name uniquely identifies this thing.

Type

Thing groups

Billing groups

Jobs

Job templates

Tunnels Interact

Client ID

Fill in AWS Account ID
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aws Services ¥ Q. Search for services, featt 1t+5] o
AWSloT X AWSIGT > Things > BLIOT Ricurt
oty
CAFile Select File Upload
Client certificate file | Select File Upload
Client key file Select File Upload
Topic created when creating a rule, topic name used by MQTT
to publish messages, click "Add" to fill in the published topic
name. Click Add to create more Publish Topics. Select Publish
Topic and click Delete to delete it.
re—— .
Upload Cycle Cycle time of data uploading. Default is 30s
Datapoint Publishing D.efault -is blank box with -aII datapoints to be published
Selection ngh.t clllck the. box and C|ICk.Ad(.j to select datapoint for
publishing. Click OK to confirm it..
OK Confirm AWS setting
Cancel Cancel AWS setting

4.2.11.6 King Pigeon Cloud via MQTT

King Pigeon Cloud MQTT data format refer to: King Pigeon Cloud MQTT Data Format

Configure it as below picture :
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LPaps

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8

t &

® @

[ =]

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

-0 X

& @ d
iz Help About

(Wag
B EHveN

KingPigeon loT

€9 OpenVPN
ﬁ}’,A\arms
@Tasks
() &3 Dataservices
€0 Pass Through
€9 Modbus RTUSTCP
€9 Modbus TCP Servel
) BACnet/IP
OPC UA
E-&Cloud
@MQTT Client

m
o
B
=
@

1883.dtuip.com

1883

Variable Type

Upload Cycle(s)

Data Retransmission(_ )

Port

Device

Variable Name

@MQTT Client Il
DAl loT
D HUAWEI loT

I oK I Cancel

DAWS loT

@ KingPigeon Modbus loT
@Advaﬂced Settings

King Pigeon Cloud via MQTT Configuration
Item Description
Green indicates King Pigeon cloud via MQTT is enabled
Enable

Gray indicates King Pigeon cloud via MQTT is disabled

IP/Domain Name 1883.dtuip.com
Port 1883(Required)
Fill in device serial number issued by King Pigeon
Client ID (Contact BLIIOT sales to get the serial number if required
to connect to King Pigeon cloud)
User Name MQTT
Password MQTTPW
Subscribe Topic King Pigeon Device Serial Number/+
Publish Topic King Pigeon Device Serial Number
Upload Cycle Cycle time of data uploading. Default is 30s

Data Retransmission

Green indicates offline data will be transmitted once
network recovers; Gray indicates offline data will not be
transmitted once network resumes. Max 100, 000
datapoints can be retransmitted. If more than that, the
previous ones will be deleted

Publishing Datapoint

Default is blank box with all datapoints to be published
Right click the box and click Add to select datapoint for

Selection o . o
publishing. Click OK to confirm it.
OK Confirm King Pigeon Cloud via MQTT setting
Cancel Cancel King Pigeon Cloud via MQTT setting
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Configure datapoint with below procedure. First add datatpoint and then configure datapoint mark. It

must be the same as MQTT flag in configuration software. For example, collect datapoint Q1 of PLC
S7-200SMART, in configuration software MQTT flag is Q1, then set Q1 as read-write mark in King
Pigeon cloud.

"‘2"’ Monitoring Center

® + Device List

=

P Device default group =

a

Device BL1OX ==

— '

o Link | MQTT I @

@

+ Dropping Custom 60 @

~— e —

2 Sensor Append | Batch Addition 1 |
Qo Swilch type (operable Unit 0 ‘1
Q1 Switch type (operable Unit 0 ‘1
Qz Switch type (operable Unit 0 a
Qs Switch type (operable Unit 0 ‘1
Qa Switch type (operable Unit 0 a
as Switch type (operable Unit 0 ‘1
a6 Switch type (operable Unit 0 a
ar Switch type (operable Unit 0 ‘1
Vo Numerical Type 0 (decimal places) A~ 0 a
vz Numerical Type 0 (decimal places) A~ 0 ‘1
VA Numerical Type 0 (decimal places) A~ 0 a
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DaE L L @# 2 ® O B ® @

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About

B ghBL110P0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EICOMI Q0.0 Q o bool Qo (1.000001} none
laoa Q 0.1 bool o1 (M.000002) none |
e Qo2 a 02 bool Q2 b(14.000003) none
G COM3 Qo3 Q 03 bool (o] (1.000004) none
EACoM4 Qo4 (o] 04 bool ol bi(11.000005) none
= EILAN Qo5 Q 05 bool los 5(1.000006) none
Qo6 a 06 bool a6 65(14.000007) none
EWAN Qo7 Q 07 bool oy 7(14.000008) none
(glll(} vwo vw o uint16 VWo (M.400001) 1
vwz ww 2 Uint16 Vw2 (M.400002) 1
EHEveN Vw4 v 4 uint16 w4 D(14.400003) 1
0penVPN VW6 v & uint16 wa (IM.400004) 1
f‘{,A\as'ms vwe vw 8 uint16 \Vwe (M .400005) 1
EéTasks
& DataServices
& Pass Through

@ Modbus RTUSTCP
@ Modbus TCP Server
@ BACnet/IP
§OPCUA

B & Cloud

4.2.11.7 King Pigeon Cloud via Modbus

Both King Pigeon Cloud and custom Modbus cloud can be connected via Modbus RTU protocol.
BL102 supports function code 01, 05 of Boolean data and function codes 03, 06 of numerical data.
16-bit byte sequence is AB and 32-bit byte sequence is ABCD.

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
= ™ =
DE S S A b o B ® ® a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
146
B E=ven KingPigeon Modbus loT
) OpenVPN ) Enable
1% Alarms Nam | status Part Device Name Status |
- N com1 misoT
[@Tasks ame AT e A s i ® L J
) — ® LAN 5475 [
EHE Dataservices 1P/Domain T
Model ®
@ Pass Through e Port 6651 ®
@ Modbus RTU=TCP 4G Module Modbus Station 1 ®
@ Modbus TCP Server IMEL Login Message | ®
@BACnet/IP Signal Strent Login ACK Message L
QOPC UA operetorn it Meeeage Q
SIM IcCiD
B &Cloud Heartbeat ACK Message A
i SIM Status
@MQTT Client Heartbeat Interval(s) &0
@MQTT Client Il
@Ailor mEa
QI HUAWEI loT Refresh
QAWS loT
@ KingPigeon loT
@Advaﬂced Settings
King Pigeon Cloud via Modbus
Item Description

Enabi Green indicates King Pigeon Cloud via Modbus is enabled
nable
Gray indicates King Pigeon Cloud via Modbus is disabled

IP/Domain Name modbus.dtuip.com
Port 6651 (Required)

Page 64 of 134 Pages Shenzhen Beilai Technology Co., Ltd. V1.1
https://www.bliiot.com



,B?I7OT PLC/Modbus to MQTT/OPC UA Gateway BL102

MAKE 10T EASIER

Modbus Station/ID Set Modbus communication address of this Gateway device

) Input device serial number issued by King Pigeon
Login Message )
(Contact BLIIoT sales to get the serial number)

) Server acknowledges login messages (Not necessary for
Login ACK Message ) ]
King Pigeon Cloud)

Heartbeat Message Q (Heartbeat message to keep connection)

Heartbeat ACK Message | A (Server acknowledges heartbeat messages)

Heartbeat Interval Cycle time of sending Heartbeat messages, default is 60s
OK Confirm King Pigeon Cloud via Modbus setting
Cancel Cancel King Pigeon Cloud via Modbus setting

Configure datapoint in King Pigeon Cloud as below picture. First create datapoint, then configure
Modbus ID, function code, address, data format, byte sequence and data collection cycle. Modbus
address in King Pigeon cloud and configuration software is deviated by 1. For example, datapoint Q0
of PLC S7-200SMART in configuration software is 8, then put 9 in cloud. Sensor names in cloud can
be different from those in configuration software

rd T [rrr————
(o) -~ Device Li
S Device  derault group =
ry

Device BL1OX =5
- -
= @
©
s Dropping Custom co @
=
. — |

TR

Q1 Switch type (operable Unit o a
@z Switch typc (opcrablc o a
Qs Switeh type (opcrapic unn v a
@a switcn type (operable unn v a
as Switcn type (operabie unn o a
s Swilch type (operable o a
ar Swicn type perabic o 3

o a

o a

« Device List

Link Protocol

TCP Protocol

trudon settings — @A x
BL10X

HTTP Protocol
Save “Acquisition
Serial Number or Function Code Bias Data Format Data Bits Byte Order
MB RTU X Address cycte
G Serial Number 704
MBaCE 1 ) 1 01Read and urte 9 10
MQTT Protocol
All Sensors 2 a1 1 01Read and write. 10 10
UDP Protocol j
TCP JSON Protocol 3 @ 1 01Read and wrte 1 10
CTCOAP Protocol
N o 1 01Read and urte 2 10
NB-OT Protocol
5 o 1 01Read and urie 1 10
CoAP Protocol

a5 1 01Read and write 14 10

n wws 1 03Read and write 13 16Position Signed N 10

2 we 1 03Read and write 15 16Positon Signed N 10
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u T [— 9 ~ @
D4 2 8 i ¥ ® © B B @ da
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $3  Help About
= EI]BU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EBON |aoo Q 0 bool a0 owv.000007) none |
Qo1 Q 01 bool a1 1|m.c00002) none
EIcoM2
Qo2 Q 0.2 bool Q2 2|M.000003) none
3
EEICEMS Q03 Q 03 bool 03 3|M.000004) none
Eacom4 Qo4 a 0.4 bool Q4 fn.000005) rone
- GEILAN Qo5 Q 05 bool Qs 5|M.000006) none
: Q0.6 a 06 bool a6 6{M.000007) A
EwaN Qo7 Q 07 bool a7 7|M.000008) none
Vo W 0 uint16 vwio o|M.400001) 1
%’)46
= vwz vw 2 uint16 w2 1|m.400002) 1
B Even Vi vw 4 uint16 vwa 2|M.400003) 1
D OpenVPN VWG W 6 uint16 VW6 2|M.400004) 1
TigAlarms vwa v 8 uint16___Jvwe | 4n.400005) i
EéTasks
=] @DalaSewices
& Pass Through

@ Madbus RTUSTCP
€ Modbus TCP Server
§BAChet/IP
©OPC UA

B &Cloud

5 Gateway BL102 Application Example

5.1 Add Modbus Device

Connect IO Module M140T to BL102 COM port and connect 4G RTU S475 to BL102 LAN port.
M140T DI DO data is collected from COM via Modbus RTU protocol. S475 device data is collected
from LAN port via Modbus TCP protocol. Connect BL102 WAN port to industrial router R40 LAN port.
Router R40 provides network to BL102 Gateway.
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5.1.1 Connect M140T & S475 to BL102

Remote I/O Module
e

Industrial Router

Network Switch N81 is connected to BL102 LAN port. S475 is connected to Switch N81. S475 device
data is collected through LAN via Modbus TCP. M140T data is collected through COM via Modbus
RTU protocol. Collected data will be sent to various clouds via 4G router R40 with its routing function.
Note: Both WAN and LAN can collect device data. The configuration procedure is the same. This
example is introduction to LAN port configuration.

5.1.2 COM Port Configuration

5.1.2.1 COM1 Port Configuration

COM1 collect M140T data via Modbus RTU. Below is the configuration.
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Papo o +

Py
@

| |

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

)

3 Help About

%

g X

]
]

Variable Name

[} 55,BL103Pro

(ZILAN

Address Type.

Address

Value

Unit

@WAN
(ag
B EveN
@ OpenVPN
1% Alarms
%Tasks
= @DataSewi(e;
€@ Pass Through
@ Modbus RTUSTCP

-Protocol Settings

~Serial Port Settings

Serial Port Settings

Mode Selection

Collection

Device Brand

Device Model

Madbus

MODBUS RTU

Baud

Stop Bit

9600

1

Data Bits

Parity Bit

None

Data type

Varibale Key

Map Address

Rati

io

@ Modbus TCP Server

@BAChet/IP

QOPC UA
E-&Coud

@MQTT Client

@MQTT Client Il

Al loT

P HUAWEI loT

(1) Double click “COM1” to enter configuration window

(2) Mode Selection: Collection

(3) Device Brand: Modbus; Device Model: Modbus RTU The polling interval and timeout are set by
default and set according to requirements.

(4) Baud rate, Stop bit, Data Bit and Parity Bit will be set the same as that in M140T RS485 port

(5) Click OK to confirm

Note: Click Write Configuration. Gateway will restart automatically. COM configuration will be valid
after device restarting

5.1.2.2 Add COM Port Device M140T

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

B A B & T

D& 2o i L 4 ® B e d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $3Z  Help About
[} g5,BL103Pr0 Map Address
Ellezcomi]

{(ZILAN

(I WAN

Variable Name Address Type Address  Value Unit  Datatype Varibale Key Ratio

Device Information

4G
EHEveN
@ OpenVPN
i Alarms
EéTask;
[} & Dataservices
@ Pass Through

Device Name

Device Properties

1407

Slave ID
16-bit Data Type
32-bit Data Type

Write Function Code

AB
ABCD

15/16

@ Modbus RTU=TCP
@ Modbus TCP Server
@ BACnet/IP
§IOPC UA

B &5Cloud
QMQTT Client
@MQTT Client Il
@Al loT

(1) Click COM1, right click the mouse and click Add to enter configuration box
(2) Set device name, for example, set M140T as device name
(3) Input device modbus adress, for example, if M140T Modbus ID is 1, put 1
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(4) Select Type of data to be collected. The example is to collect the DI and DO of the M140T, both
of which are Boolean type, not numeric type register, select as default.

(5) Write function code: As default, M140T supports writing multiple registers.

(6) Click OK to confirm adding M140T

(7) Click COM1 to view the added device M140T. If more devices to be added, perform the same
procedures as above Step (1)-(6)

Note: Click Write Configuration. Gateway BL102 will restart automatically. After restarting, M140T is

added successfully.

5.1.2.3 Add COM Port Device M140T Datapoint

BLiiot Beilai Industrial Gateway www BLiiot.com V1.1.3.8 - O X
1 AT IS N
JORE" TN . L ] L 4 ® © B = @
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
Bl sh8L103Pr0 [ Variable Name " Address Type Addressis] i Nahic Unit  Datatype Varibale Key MapAddress | Ratio |
B @IcoMT po1 01 Coil Status(0x) [ bool DO1 0(1M.000001) none ]
po2 01 Coll Status(0x) 1 bool Do2 1(M000002)  none
Do3 = - 2(M000003)  none
(ZILAN = Variable Properties S
(EWAN DOS 4(M.000005)
() =
A DOs oiabld N o1 Veribole Ky Do 3(u00dons)  |nene
EHEven DO7 = 6(M000007)  none
— o OCT/DEC/HEX Decimal R0
Fea DINT AddressType 01 Coil Status(0x) ~ ~ Address 0 8(M.000008)
] arms
© J
BaTasks g Data type bool . Add Number 1 S0L000010) e
© DIN 10(M.0000TT)  none
=] @Datasﬂvices DINA Read/Write Read,/Write 7 Ratio n 11(M.000012)
@ Pass Through DINS Map Address 0 Variable Unit 12(M.000013)
@ Modbus RTUSTCP DING 13(M.0D00T4)  none
) Modbus TCP Server DINT 14(M.000015)  none
@BAChet/IP DINS -“ -C”‘Eal 15(M.000016)
@OPC UA
B &Cloud
@MQTT Client
@MAQTT Client Il
@Al laT

(1) Click M140T, move mouse cursor to the right box, right click mouse to enter datapoint
configuration window

(2) Variable name: Set datapoint name, for example, DO1

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated, for example, the
MQTT identifier of the DO1 data point is filled in as DO1.

(4) Select the acquisition address and choose data format according to the requirements,
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The collected Modbus protocol
address is input in decimal, so the example selects decimal.

(5) Address type: Select according to the function codes supported by the collected data points. For
example, the DO of the collected M140T supports the "01" function code, so select "01 Coil
Status”, and DI supports the "02" function code, so select "02 Input Status”

(6) Address: the register address of the data point, such as: data point DO1 is "0" register address in
the M140T, so fill in "0".

(7) Data type: Select according to the data point, such as: DI and DO of M140T are both coil types,

Page 69 of 134 Pages Shenzhen Beilai Technology Co., Ltd. V1.1
https://www.bliiot.com



,B?ﬁor PLC/Modbus to MQTT/OPC UA Gateway BL102

MAKE 10T EASIER

so select "bool".

(8) Add Number: If it is collecting continuous addresses, the same function code can be collected
multiple times.

(9) Read/Write: Automatic identifying read-write type according to Address Type

(10)Map address: fill in the address where the collected data points are stored to the BL102 gateway
device, which can be filled in at will. Mapped addresses cannot be duplicated. Range: 0-2000.
For example, the data collected from DO1 is stored in the “0” register address of the BL102
gateway. The outside of the mapping address on the configuration software represents the
Modbus address, and M. XXX represents the PLC Modbus address.

(11)Variable Unit: Input any required unit

(12)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(12)

Note: Click Write Configuration. Gateway will restart automatically. After restarting, M140T datapoints

are added successfully

5.1.3 Ethernet Port Configuration

Both WAN and LAN can collect device data. The configuration procedure is the same.

5.1.3.1 LAN Port Configuration

Below is the example of configuring LAN port to connect S475.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X

DE P L i & © 0O B ® @ G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 13 Help About

(=} EZ—ABUDEPm . Variable Name Ad;jr’essTypE Address Value | Unit  Data type L Varibale Key | MapAdd’ress Ratio
B ecomi
@M140T
[ZIWAN
4G
B Even
@ OpenVPN
[is Alarms
SAl
(B Tasks MAC Address 08:00:27:50:16:ac
B & Dataservices
€@ Pass Through

Ethernet Settings

DHCPIl ] Routing Enabled(_ I
IP Address 192.168.3.1

Subnet Mask. 255.255.255.0

@ Modbus RTUSTCP

@ Modbus TCP Server

@ BACRet/IP

§OPC UA
E-&Cloud

@MQTT Client

@MQTT Client Il

Al loT
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(1) Double click LAN to enter configuration box

(2) DHCP: enable auto IP distribution. Default is disabled. For examples, S475 has been set to auto
retrieving IP, then LAN port must enable DHCP.

(3) Routing: Enable network rounting function. Default is disabled. For example, S475 data will be
collected without network requirement, then disable routing function

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. It can be changed according to requirement. For example, S475 is set to auto
retrieving IP and the range is not limited,thus it's not necessary to change it.

(5) Subnet mask, the subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of Gateway and restart it.

After that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address

is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address

according to requirement. I[P Address change will not be effective until gateway is powered off and

powered on again.

5.1.3.2 Add LAN Port Device S475

Bliiot BeilLai Industrial Gateway www.BLiiot.com V1.1.3.8 -0 X
Dep s & & ©® OB % e a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
B s5BL103Pro0 Variable Name Slave D Address Type Address  Value Unit  Data type Varibale Key Map Address  Ratio
Bl &com
@M140T Device Information
Bl AN Device Name 5475
I:I Device IP 192.168.3.125
EwAN Device Port 502
VRS Device Brand Modbus
B EveN Device Model MODBUS_TCP <] [=]
€0 CpenVPN o
ﬁ"aA\arms
[BTasks 16-bit Data Type AB
[l &Dataservices 32-bit Data Type ABCD
£ Pass Through Write Function Code 15/16
@ Modbus RTUSTCP
) Modbus TCP Server .
§BACet/IP
QOPC UA
B & Cloud
@ MQTT Client
@MQTT Client Il

(1) Click LAN and right click mouse to enter device configuration box

(2) Device Name: input the name of device to be added, such as S475

(3) Device IP: input S475 IP address. For example, S475 is set to auto retrieving IP. Open S475
configuration software and view its IP(192.168.3.125). Thus input S475 IP 192.168.3.125.

Note: if LAN port IP is changed and LAN port device auto retrieves IP, please click Write
Configuration, power off gateway and power it on again. Then IP change can be viewed

(4) Device Port: input LAN port device port. For example, S475 Modbus TCP port is 502. Thus put
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502

(5) Device Brand: Modbus; Device Model: Modbus TCP
(BL102 collects S475 through LAN port through Modbus TCP protocol)

(6) The polling interval and timeout in the button can be defaulted and filled in according to
requirements.

(7) Select Data Type. For example, S475 power source and temperature & humidity data is 16-bit AB
type, 32-bit data is not collected. Thus select 16-bit AB type and keep 32-bit data type with default
setting

(8) Write function code: choose 15/16, and choose according to the function code supported by the
device.

(9) Click OK to confirm the setting

Note: S475 device icon will appear after confirming the configuration. If more devices to be added,

perform the same procedure as Step (1)-(9)

Note: Click Write Configuration and gateway will restart automatically. After restarting, device S475 is

added successfully

5.1.3.3 Add LAN Port Device S475 Datapoint

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - @ X

p & P 8 t 4 ® © B m® G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About

=] ;hgm 03Pro Variable Name Slave ID Address Type Address Value Unit Data type Varibale Key Map Address Ratio
B &comt |lemp 1 04 Input Registers(3x) 24 int16 temp 16(M.400017) 1

humidity 1 04 Input Registers(3x) 25 int16 hurmidity 7(M400018) 1
@M140T

EHEILAN Variable Properties

=R

ZIWAN Variable Name temp Varibale Key temp
WG
EHEveN
@ OpenVPN

1 Alarms
EéTasks Read/Write Read/Write X Ratio 1

power 18(M.400019) 1

OCT/DEC/HEX Decimal v Slave ID 1
Address Type | 04 Input Registers(3x) Address 24

Data type int16 b Add Number

EHS DataSenvices Map Address 16 Variable Unit
€ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
§BAChet/IP
§OPC UA
BE-&Cloud
QMQTT Client
@MQTT Client Il

(1) Click S475, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, temp

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated. For example, the
MQTT identifier of the temperature data point is filled in as temp.

(4) Select the acquisition address and choose data format according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The collected Modbus protocol
address is input in decimal, so the example selects decimal.
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(5) Slave ID: The Modbus ID of the S475 device is "1", so fill in "1".

(6) Address Type: S475 temperature supports function code 04, thus select 04 input register

(7) Address: 24 (Datapoint temperature register address in S475 is 24)

(8) Data Type: S475 temperature is 16-bit signed numeric data, thus select int16

(9) Add Number: If consecutive addresses to be collected, the same function code can collect it
simultaneously.

(

(
(12)Map Address: For example, S475 temperature data is saved in register address 8 of BL102.

10) Read/Write: Automatic ldentifying it according to Address Type
11

)Ratio: Set the ratio to be multiplied or minified for uploading to cloud

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated. The outside of the
mapping address on the configuration software represents the Modbus address, and M.XXX in
brackets represents the PLC Modbus address.
(13) Variable unit: fill in according to requirements, or not fill in.
(14)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(14)
Note: Click Write Configuration. Gateway will restart automatically. After device restarting, S475
datapoint is added successfully.

5.1.4 Uploading Data to Various Clouds

BL102 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.4 Configuration of Uploading Data to Various Clouds

5.2 Collecting PLC Data
5.2.1 Configuring Collecting Siemens PLC Data

5.2.1.1 Add Siemens PLC to COM Port

S7-200 COM is RS485. Below is example of adding Siemens PLC S7-200 to COM. Connect S7-200
RS485 to DB9 signal pin 3 & 8. PIN 3 connects to RS485 A and PIN 8 connects to RS485 B
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5.2.1.1.1 COM Port Configuration
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(1) Double click COM to enter COM attribute configuration box.

(2) Select data collection Mode

(3) Select Siemens as Device Brand and select S7-200 as Device Model The polling interval and
timeout are set according to requirements.

(4) Follow Siemens RS485 port parameters to set the same baud rate 9600, stop bit 1, data bit 8 and
parity bit Even

(5) Click OK to confirm it.

Note: Click Write Configuration. COM port configuration will be effective after gateway restart
automatically.
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5.2.1.1.2 Add COM Port Device S7-200
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Device Information

(1) Click COM, right click it and click Add to enter device configuration box

(2) Set Device Name at random like S7-200

(3) Device address: S7-200 serial port address, fill in as required, the address should be consistent
with the S7-200 setting, otherwise the communication will fail

(4) Click OK to confirm adding S7-200

Note: After confirming configuration, S7-200 device icon will appear below COM. To add more
devices, follow the same steps (1)-(4)

Note: Click Write Configuration. Gateway will restart automatically and adding PLC S7-200 is
effective

5.2.1.1.3 Add COM Port Device S7-200 Datapoint

Below is part of S7-200 register V & VW data configuration

Page 75 of 134 Pages Shenzhen Beilai Technology Co., Ltd. V1.1
https://www.bliiot.com



f;?ﬁor PLC/Modbus to MQTT/OPC UA Gateway BL102

MAKE 10T EASIER

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 i X
Sl T i) I
D a8 p o A ! ® O B w e a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log B Help About
=] EIEBU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
Vo v 0 bool vo B(M.000009)
EICOM1 oo ( ;
vi v 01 bosl vi 5(M.000010)
B Ecom2
v2 v 0.2 boal vz 10{M.000011}
v3 v 03 bool v3 11(M.000012)
EICoM3 V4 v 04 bool V4 12{M.000013)
EFICOM4 Vs v 05 bosl vs 13{M.000014)
B EILAN V6 v 06 boal ve 14{M.000015}
57-200SMART v7 v 07 boal v7 15(V.000016)
Vw10 ww 10 uintls VW10 5(M.400006) 1
(ZWAN
g vz Variable Properties EA00007 !
A VW14 7(M.400008) 1
B =ven VWie 8(M.400008) 1
@ OpenVPN vWis Variable Name vwio Varibale Key vwio 9(M.200010) 1
i Alarms OCT/DEC/HEX Decimal
EoTasks Address Type ww . Address 10
= @DataSewices

Data type uint16 v Add Number 1
9 Pass Through

I Modbus RTU=TCP Read/Write Read/Write o Ratio 1
@ Modbus TCP Server Map Address 5 Vewable Unit

BACnet/IP

Ca, |

(1)Click S7-200, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box

(2)Variable Name: Set the name of datapoint to be collected, for example, VW10

(3)Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example:
VW10

(4)Select the collection address according to the requirements and data format filled in the input
gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Siemens | and Q data points
are octal, but only decimal can be used because of decimals.

5)Address Type: select address type according to PLC register. Here VW10 address type is VW
6)Address: Register address of datapoint. Here VWO address is 10

7)Data Type: select data type according to PLC register type

(
(
(
(8)Add Number: If addresses are consecutive, the same register will collect multiple addresses.
(9)Read/Write: select from Read only and Read & Write.
(10)Ratio: set the ratio to be multiplied or minified for uploading to cloud
(11)Map Address: Set address where datapoint will be saved in BL102.
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated.
For example, set 18 as VW10 mapping address. The outside of the mapping address on the
configuration software represents the Modbus address, and M. XXX in the brackets represents
the PLC Modbus address.
(12)Variable unit: fill in according to requirements, or not fill in.
(13)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(13)
Note: Click Write Configuration. Gateway will restart automatically and S7-200 datapoint is added
successfully.
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5.2.1.2 Adding Siemens PLC via Ethernet Port

Siemens PLC data can be collected through WAN, LAN and cascaded switch.

5.2.1.2.1 LAN Port Configuration

Below is example of connecting Siemens PLC S7-200SMART to BL102 LAN port. LAN port
configuration is as below:
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(1) Double click LAN to enter configuration box

(2) DHCP: enable auto IP distribution. Default is disabled.

(3) Routing: Enable network routing function. Default is disabled. For example, PLC S7-200SMART
does not need network. Thus it's necessary to enable it.

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. WAN and LAN IP address can’t be the same. For example, S7-200SMART IP is fixed,
then change IP address of gateway.

(5) Subnet mask: Subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of Gateway and restart it.
After that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address
is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address
according to requirement. IP Address change will not be effective until gateway is power off and
powered on again
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5.2.1.2.2 Add LAN Port Siemens PLC S7-200SMART
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(1) Click LAN and. right click mouse and click Add to enter device configuration box

(2) Device Name: set device name, for example, set S7-200SMART as device name.

(3) Device IP: input PLC IP address. For example, PLC S7-200SMART IP is 192.168.3.16, thus put
192.168.3.16 here. This is PLC IP address. PLC IP address and LAN Port IP address must be in the

same range.

(4) Device Port: input LAN port device port. Default port of S7-200SMART is 102. Thus put 102.

(5)Device Brand: Select Siemens as Device Brand and select S7-200SMART as device model The

polling interval and timeout are set according to requirements.

(6)Click OK to confirm adding PLC S7-200SMART

Note: S7-200SMART device icon will appear after confirming the configuration. If more devices to be
added, perform the same procedure as Step (1)-(6)

Note: Click Write Configuration and gateway will restart automatically. After restarting, PLC
S7-200SMART is added successfully

5.2.1.2.3 Add LAN Port Siemens PLC S7-200SMART Datapoint

Below is part of S7-200SMART register Q & VW data configuration
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(1) Click S7-200SMART, move mouse cursor to the right box, right click the mouse and click Add to
enter datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, VWO

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example:
VWO

(4) Select the collection address according to the requirements and data format filled in the input
gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Siemens | and Q data points
are octal, but only decimal can be used because of decimals.

5) Address Type: select address type according to PLC register. Here VWO address type is VW
6) Address: Register address of datapoint. Here VWO address is 0

7) Data Type: select data type according to PLC register type

(
(
(
(8) Add Number: If addresses are consecutive, the same register will collect multiple addresses.
(9) Read/Write: select from Read only and Read & Write.
(10) Ratio: Set the ratio to be multiplied or minified for uploading to cloud
(11) Map Address: Set address where datapoint will be saved in BL102.
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated
For example, set 8 as VWO mapping address. The outside of the mapping address on the
configuration software represents the Modbus address, and M. XXX in the brackets represents
the PLC Modbus address.
(12) Variable unit: fill in according to requirements, or not fill in.
(13) Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(13)
Note: Click Write Configuration. Gateway will restart automatically and S7-200SMART datapoint is
added successfully.
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5.2.1.3 Uploading Data to Various Clouds

BL102 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.4 Configuration of Uploading Data to Various Clouds

5.2.2 Configuring Collecting Mitsubishi PLC Data

5.2.2.1 Add Mitsubishi PLC to COM Port

FX3U has RS422 port. Connects Mitsubishi PLC FX3U with RS422 to RS232 converting cable to
COM1. Configure it as below procedure.

5.2.2.1.1 COM1 Configuration

Connect FX3U with RS422 to RS232 converting cable to COM1. Configure it as below
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(1) Double click COM1 to enter COM attribute configuration box.
(2) Select data collection Mode: Collection

Serial Port Settings
Mode Selection Collection

Protocol Settings

Baud 9600 * Data Bits 8

Stop Bit 1 G Parity Bit None

(3) Select Mitsubishi as Device Brand and select FX3U as Device Model The polling interval and
timeout are set according to requirements.
(4) Follow PLC FX3U RS422 port parameters to set the same baud rate 9600, stop bit 1, data bit 7
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and parity bit Even

(5) Click OK to confirm it.

Note: Click Write Configuration. COM port configuration will be effective after gateway restart
automatically.

5.2.2.1.2 Add Mitsubishi PLC FX3U to COM Port
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(1) Click COM1, right click it and click Add to enter device configuration box

(2) Set Device Name at random like FX3U

(3) Click OK to confirm adding FX3U PLC.

Note: After confirming configuration, FX3U device icon will appear below COM1. To add more
devices, follow the same steps (1)-(3)

Note: Click Write Configuration. Gateway will restart automatically and adding PLC FX3U is effective

5.2.2.1.3 Add COM Port Mitsubishi PLC FX3U Datapoint

Below is example of collecting PLC FX3U datapoints YO-Y7 & DO-7
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(1) Click FX3U, move mouse cursor to the right box, right click mouse and click Add to enter
datapoint configuration window

(2) Variable Name: Set datapoint name, for example, YO

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example: YO

(4) Select the collection address according to the requirements and data format filled in the input

gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The X and Y data points of

FX3U are octal, so choose octal

(5) Address Type: Select the address type of Mitsubishi PLC register. Select Y for collecting YO
datapoint

(6) Address: Input datapint register address, for example, YO register address in FX3U is O, input O

(7) Data Type: Select data type according to PLC register. For example, select bool for Y as it’s coll
type.

(8) Add Number: If consecutive addresses are collected, the same register can collect multiple
addresses.

(9) Read/Write: Select from Read only and Read & Write according to PLC register.

(10)Map Address: Input the address where the collected datapoint is saved in BL102. It can be any

address from 0-2000 but can’t be repeated. For example, YO data is saved in register address 0 of

BL102. The outside of the mapping address on the configuration software represents the Modbus

address, and M.XXX in the brackets represents the PLC Modbus address.

(11)Variable unit: fill in according to requirements, or not fill in.

(12)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(12)

Note: Click Write Configuration. Gateway will restart automatically. After restarting, PLC FX3U

datapoints are added successfully
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5.2.2.2 Adding Mitsubishi PLC to Ethernet Port

Supports acquisition of Mitsubishi Q series (Q03UDE, Q04UDEH, Q06UDEH, Q10UDEH, Q13UDEH,
Q20UDEH, Q26UDEH, Q002UD), L series (L02, L26-BT), FX5U series.

Both the WAN port and the LAN port can collect the Mitsubishi PLC, which can be directly connected
to the Mitsubishi PLC or collected through the switch. The configuration principle of the WAN port and
the LAN port is the same. WAN port or LAN port acquisition configuration parameters of Mitsubishi
QJ/L series or FX5U should be consistent with the settings on the PLC.

For example, the parameter setting on QO6UDEH of Q series, Q/L series should select MC protocol
communication.

5.2.2.2.1 WAN Port Configuration

WAN port collect data from FX5U through the switch, and the switch is connected to the external network.
The configuration of the WAN port is as follows:
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(1) Double-click "WAN" to pop up the WAN port configuration box.

(2) Auto IP: Whether the WAN port is enabled to obtain IP automatically, it is enabled by default, and can be
set as required. In this example, the switch is connected to a router, and the router is enabled to automatically
assign IP, so keep it enabled.

(3) IP address: The gateway obtains the IP address from the router. If it is a designated IP, set it according to
the requirements, the PLC and the gateway should be in the same local area network.

(4) Subnet mask, the subnet mask of the WAN port gateway, if it is a designated IP, set it according to the
requirements.

(5) Gateway: The gateway address obtained from the router. If you specify an IP, set it according to your
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needs.

(6) MAC address: the MAC address of the gateway.

(7) DNS: The DNS obtained by the gateway from the route, if it is a specified IP, set it according to the
requirements.

(7) Click "OK".

Note: Click "Write Configuration" to restart the gateway automatically, and the configuration of the WAN port
will not be changed until the restart.

Note: The IP address of the WAN port is the IP address that specifies which network segment the WAN port
device is. If the IP address of the WAN port device is not the IP of the network segment set by the WAN, the
WAN port cannot be collected. It is necessary to change the WAN port IP or change the WAN port according
to the needs. The IP address of the port device. After changing the IP address of the gateway, it must be written

into the configuration, and it will take effect after power off and restart.

5.2.2.2.2 Add Mitsubishi FX5U to WAN Port
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Click "WAN", click the right mouse button, click "Add" to enter device configuration box.

(2) Device name: Name the device, for example, because Mitsubishi FX5U is an example, you can fill in
FX5U.

(3) Fill in the IP of the acquisition device, because the designated [P of FX5U is changed to: 192.168.1.112, so
fill in 192.168.1.112 here. The IP is viewed on the Mitsubishi programming software. Fill in the IP of the PLC
here. It should be noted that the IP of the PLC should be in the same network segment as the IP of the WAN
port.

(4) Device port : Fill in as required. The example is 4999 from the Mitsubishi programming software, so it is
4999.
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(5) Because it is collecting Mitsubishi FX5U, therefore, equipment brand: select Mitsubishi, equipment model:
according to the communication data code setting on the Mitsubishi programming software is binary or ASCII
code communication, binary select FX5U BINARYMODE ETH, ASCII code select

FX5U_ ASCIIMODE _ ETH. The polling interval and communication timeout can be defaulted and filled in as
required.

(6) Click "OK" to add FX5U.

Note: After clicking OK, the added device will be displayed under the WAN port, as shown in the figure above.
If you want to add multiple devices, repeat steps (1)-(6).

Note: Click "Write Configuration" and the gateway will restart automatically. After restarting, the FX5U added
to the WAN port will be added successfully.

5.2.2.2.3 Add Mitsubishi FX5U Data Point

Configuration of data collected in register Y of FX5U is as follows:

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
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(1) Click "FX5U", move the mouse cursor to the box, right-click the mouse, and click "Add" to enter
data point setting box.

(2) Variable name: Name the data point, collecting the data of "Y7", you can fill in: "Y7".

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be repeated, for
example, the identifier of the collected "Y7" data point is filled in as "Y7".

(4)Select the acquisition address fill in the input gateway in what data format according to the
requirements. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Mitsubishi FX5U X and Y
data points are octal, so choose octal. Select according to the needs, such as register W is
hexadecimal, register D is decimal.

(5) Address type: Selected according to the collected PLC data points. Collect the data of "Y7", select
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"Y".

(6) Address: the register address of the collected data point, Collecting the data of "Y7", the address
is: 7.

(7) Data type: According to the type of register selected by PLC.

(8) Add Number: If it is to collect continuous addresses, the same register can be collected multiple
times.

(9) Read/Write: choose from "read only", "read and write".

(10) Ratio: Set the ratio to be multiplied or minified for uploading to cloud

(11) Map address: Set address where datapoint will be saved in BL102. Modbus mapping address
can be any from 0 to 2000 and it can't be repeated. The mapping address is "17" for collecting "Y7".
The outside of the mapping address on the configuration software represents the Modbus address,
and M.XXX in the brackets represents the PLC Modbus address.

(12) Variable unit: fill in arbitrarily according to requirements, or not fill in.

(13) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If
you want to continue adding data points, right-click on the box and click "Add" to enter data point
configuration box, repeat (1)--(13) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points
collected from FX5U will take effect only after restarting.

5.2.2.3 Uploading Data to Various Clouds

BL102 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.4 Configuration of Uploading Data to Various Clouds.

5.2.3 Collecting OMRON PLC Data

5.2.3.1 Add OMRON PLC to COM Port

Select the COM port according to the serial port board, because the gateway device 485 interface is 2-wire, if

the serial port board is 485, pay attention to the serial port board DIP switch to select 2-wire or 4-wire.

5.2.3.1.1 COM Port Configuration

Takes the serial port board CP1W-CIF11 and Omron CP1L-L as examples, the serial port board DIP switches
2 and 3 are ON, the DIP switch SW4 of CP1L-L is OFF, the serial port board and other DIP switches of the
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PLC The location is set as required. The serial port board RDA- or SDA- is connected to the gateway COM
B, and RDB+or SDB+the gateway COM A. CP1L-L serial port configuration mode should select Host Link.

COM Configuration as shown

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9
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(1) Double-click "COM" to enter COM configuration box.

(2) Mode selection: Collection.

- X
W @ G
$  Help About
Map Address Ratio

(3) Since the example collection is Omron CP1L-L, the equipment brand: select "OMRON" from the

drop-down box, and the equipment model: CJ/CS/CP. The polling interval and communication timeout are set

according to requirements.

(4) The baud rate, stop bit, data bit, and parity bit are configured according to the parameters of the Omron

CP1L-L serial port, which are consistent with them. Viewed from the Omron programming software, the

Omron serial port selects the standard baud rate: 9600, stop bit: 2, data bit: 7, parity bit: Even.

(5) Click "OK".

Note: Click "Write Configuration" and the gateway device will restart automatically, and the configuration of
the COM port will take effect after restarting.
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5.2.3.1.2 Add CP1L to COM Port

BlLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9
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(1) Click "COM", click the right mouse button, click "Add" to enter device configuration box.

(2) Fill in the device name arbitrarily, such as: CP1L-L.

Ratio

(3) Device address: CP1L-L serial port unit number, fill in as required, the address must be consistent with the

unit number set by CP1L-L, otherwise communication will fail.
(4) Click "OK" to add the CP1L-L device.

Note: After clicking OK, the added devices will be displayed under COM, as shown in the figure above,

CP1L-L. If you want to add multiple devices, repeat steps (1)-(4).

Note: Click "Write Configuration" to restart the gateway device automatically. After restarting, the CP1L-L

device with COM port is added successfully.

5.2.3.1.3 Add CP1L Data Point

Take the CIO register of CP1L as an example
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(1) Click "CP1L-L", move the mouse cursor to the box, right-click the mouse, and click "Add" to enter data
point setting box.

(2) Variable name: Name the data point, such as: C102.01.

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be repeated. For example,
the identifier of the CIO2.01 data point is filled in as CIO201. Some platform identifiers cannot recognize the
decimal point.

(4) Select the acquisition address fill in the input gateway in what data format according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The CIO register is collected in bits with
decimals, so the decimal system is selected.

(5) Address type: Select according to Omron's register, if you want to collect "CIO2.01", select "CIO_BIT".
(6) Address: The register address of the collected data point, collecting "CIO2.01", so fill in "2.01".

(7) Data type: Select according to the acquisition PLC register, such as: "CIO_BIT" is the coil type, so select
"bool".

(8) Add Number: The number of acquisitions. If it is to acquire continuous addresses, the same register can be
acquired multiple times.

(9) Read/Write: according to PLC register selection. Select from "Read Only", "Read and Write".

(10) Map address: Fill in the address where the collected data points are stored to the BL102 gateway device,
which can be filled in at will. Mapped addresses cannot be duplicated. Range: 0-2000. Such as: collect the data
of CI02.01 and store it to the "16" register address of the BL102 gateway. The outside of the mapping address
on the configuration software represents the Modbus address, and M.XXX in the brackets represents the PLC
Modbus address.

(11) Variable unit: fill in arbitrarily according to requirements, or not fill in.

(12) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If you
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want to continue adding data points, right-click on the box and click "Add" to enter data point configuration
box, repeat (2)--( 12) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points added by
CP1L-L will take effect only after restarting.

5.2.3.2 Add OMRON PLC via Ethernet Port

OMRON PLC data can be collected through WAN, LAN and cascaded switch

5.2.3.2.1 LAN Port Configuration

Below is example of adding OMRON PLC CP1L-EL to LAN port. Configure it as below

:BLiiotBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
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(1) Double click LAN to enter configuration box
(2) DHCP: Enable auto IP distribution. Default is disabled.
(3) Routing: Enable network routing function. Default is disabled. For example, PLC CP1L-EL does

IP Address 192.168.3.1

Subnet Mask 255.255.255.0

MAC Address 08:00:27-fd:e3:8f

Cancel

not need network. Thus it's necessary to enable it.

(4) IP Address: Defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. WAN and LAN IP address can’t be the same. For example, CP1L-EL IP is fixed, then
change IP address of gateway.

(5) Subnet mask: Subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of Gateway and restart it.

After that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address

is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address
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according to requirement. IP Address change will not be effective until gateway is powered off and
powered on again

5.2.3.2.2 Add OMRON PLC CP1L-EL to LAN Port

BliiotBeilai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
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(1) Click LAN and right click mouse and click Add to enter device configuration box

(2) Device Name: set device name, for example, set CP1L-EL as device name.

(3) Device IP: input PLC IP address. For example, PLC CP1L-EL IP is 192.168.3.151, thus put
192.168.3.151 here. This is PLC IP address. PLC IP address and LAN Port IP address must be in
the same range.

(4) Device Port: Fill in LAN port device port. CP1L-EL default port is 9600

(5) Device Brand: Select Omron as Device Brand and select FINS _TCP as device model The polling
interval and timeout are set according to requirements.

(6) Click OK to confirm adding PLC CP1L-EL

Note: CP1L-EL device icon will appear after confirming the configuration. If more devices to be added,

perform the same procedure as Step (1)-(6)

Note: Click Write Configuration and gateway will restart automatically. After restarting, PLC CP1L-EL

is added successfully

5.2.3.2.3 Add LAN Port OMRON PLC CP1L-EL Datapoint

Below example is part of PLC CP1L-EL register CIO & D data configuration
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(1) Click CP1L-EL, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, D100

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example:
D100

(4) Select the collection address data format filled in the input gateway according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. CP1L-EL D register is decimal, so
choose decimal

5) Address Type: select address type according to PLC register. Here D100 address type is D

6) Address: Register address of datapoint. Here D100 address is 100

7) Data Type: select data type according to PLC register type

(
(
(
(8) Add Number: If addresses are consecutive, the same register will collect multiple addresses.
(9) Read/Write: Select from Read only and Read & Write.
(10)Ratio: Set the ratio to be multiplied or minified for uploading to cloud
(11)Map Address: Set address where datapoint will be saved in BL102.
Modbus mapping address can be any from 0 to 2000 and it can’t be repeated
For example, set 9 as D100 mapping address. The outside of the mapping address on the
configuration software represents the Modbus address, and M. XXX in the brackets represents
the PLC Modbus address.
(12) Variable unit: Fill in according to requirements, or not fill in.
(13) Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (1)-(13)
Note: Click Write Configuration. Gateway will restart automatically and CP1L-EL datapoint is added

successfully.
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5.2.3.3 Uploading Data to Various Clouds

BL102 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.4 Configuration of Uploading Data to Various Clouds

5.2.4 Collecting Delta PLC Data

5.2.4.1 Add Delta PLC to COM Port

Because COM2 and COM3 of DVP-12SA2 are both RS485 ports, DVP-12SA2 COM3+ connect
gateway COM A, COM3- is connected to gateway COM B.

5.2.4.1.1 COM Port Configuration

Configure the COM port according to the configuration parameters of DVP-12SA2 COM3, the

configuration is as follows:
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(2) Mode selection: Collection.

Serial Port Settings

Mode Selection Collection

-Protocol Settings -

Device Brand DELTA

Device Model DELTA _DVP

Serial Part Settings -

Baud 9600 ¥ Data Bits

Stop Bit 1 v Parity Bit

Even W

(3) Because it is a collection of Delta DVP-12SA2, the device brand: select DELTA from the
drop-down box, and the device model: DELTA_DVP. The polling interval and communication timeout

in the button are set according to requirements.

(4) The baud rate, stop bit, data bit and parity bit are configured according to the parameters of the
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COMS3 port of DVP-12SA2, which are consistent with them. DVP-12SA2 COM3 port parameters
Baud rate: 9600, stop bit: 1, data bit: 7, parity bit: Even.

(5) Click "OK".

Note: Click "Write Configuration" and the gateway device will restart automatically, and the
configuration of the COM port will take effect after restarting.

5.2.4.1.2 Add DVP-12SA2 to COM Port

BlLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9 — X
Lo P @ A © O B ™ ® d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
B L BL110Pro Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
ElEcoM

@FX3U
ElEBcoM2

Q@ 57-200
B Ecom3 Device Name DVP-125A2

QCPIL-L Device Properties

Device Information

B Eacom4
[Eovr =i
[EH@LAN Device Address 1
@ S7-200SMART
QCPIL-EL
B @wAN
@ FX5U
“,A:MG
B veN
) OpenVPN
ﬁ‘éAIarms
EéTasks
B} &3 Dataservices

Eanc

(1) Click "COM", click the right mouse button, click "Add", to enter device configuration box.

(2) Fill in the device name arbitrarily, such as: DVP-12SA2.

(3) Device address: The station number of Delta COM, fill in as required, the address must be
consistent with the Delta COM setting, otherwise communication will fail.

(4) Click "OK" to add DVP-12SA2 device.

Note: After clicking OK, the added devices will be displayed under COM, as shown in the figure
above. DVP-12SA2, if you want to add multiple devices, repeat steps (1)-(4).

Note: Clicking "Write Configuration" will restart the gateway device automatically. After restarting, the
DVP-12SA2 device with COM4 port added will be added successfully.

5.2.4.1.3 Add DVP-12SA2 Data Point

Taking adding data points YO and DO as an example, the address of register X and Y of Delta
DVP-12SA2 is octal, and the address of register D is decimal.
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(1) Click "DVP-12SA2", move the mouse cursor to the box, right-click the mouse, and click "Add" to
enter data point setting box.

(2) Variable name: Name the data point, such as: YO.

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be repeated, for
example, the identifier of the YO data point is filled in as YO.

(4) Select the collection address data format filled in the input gateway according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Register X and Y addresses are in octal,
and register D addresses are in decimal.

(5) Address type: according to Delta's register selection, if you want to collect "YO", select "Y".

(6) Address: The register address of the collected data point, such as: collecting "YQ", so fill in "0".
(7) Data type: Select according to the acquisition PLC register, such as: "Y0" is the coil type, so select
"bool".

(8) Add Number: The number of acquisitions. If it is to acquire continuous addresses, the same
register can be acquired multiple times.

(9) Read/Write: according to PLC register selection. Select from "Read Only", "Read and Write".
(10) Map address: Fill in the address where the collected data points are stored to the BL102
gateway device, which can be filled in at will. Mapped addresses cannot be duplicated. Range:
0-2000. For example, the data collected from YO0 is stored in the "0" register address of the BL102
gateway. The outside of the mapping address on the configuration software represents the Modbus
address, and M. XXX in the brackets represents the PLC Modbus address.

(11) Variable unit: fill in arbitrarily according to requirements, or not fill in.

(12) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If
you want to continue adding data points, right-click on the box and click "Add" to enter data point
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configuration box, repeat (1)--( 12) Steps.
Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points added
by DVP-12SA2 will take effect only after restarting.

5.2.4.2 Add Delta PLC to Ethernet Port

5.2.4.3 Uploading Data to Various Clouds

BL102 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to_ 5.4 Configuration of Uploading Data to Various Clouds

5.3 Collecting Watt-Hour Meter Data

Supports DL/T645-2007 protocol meters now
IEC101 104 waiting for development

5.3.1 Adding Watt-Hour Meter to COM Port
5.3.1.1 COM Port Configuration

5.3.1.2 Add Watt-hour Meter to COM Port

5.3.1.3 Add COM Port Watt-hour Meter Datapoint
5.3.2 Add Wat-hour Meter to Ethernet Port

5.3.3 Uploading Data to Various Clouds
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5.4 Configuration of Uploading Data to Various Clouds

Below is the example of connecting Mitsubishi PLC FX3U to BL102 COM1 port and connecting
Siemens PLC S7-200SMART to BL102 LAN port. Other PLC hardware connection methods are the
same as COM port acquisition of Mitsubishi's FX3U, LAN port acquisition of Siemens S7-200SMART
mode, only need to configure the "device brand" and "device model" of the software to select the
corresponding PLC to collect data. BL102 WAN port is connected to router R40 LAN port. R40
provides network for BL102. See below wiring diagram:

Mitsubishi PLC

RJ45

IIOT Gateway BL102 i RJ45

Industrial Router R40 Open Configuration Software on PC

Siemens PLC

BL102 LAN port is connected to Siemens PLC S7-200SMART Ethernet port, COM is connected
toMitsubishi PLC FX3U via RS232 to RS422 converting cable. BL102 collects both PLC data and
send to various clouds with network provided by R40 through WAN.

Note: Both WAN and LAN ports can collect device data. This example is collecting data through LAN
port. WAN and LAN port configurations are the same as stated in previous introduction.

Below is only the introduction to cloud connection configuration
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5.4.1 Modbus TCP Server Configuration

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

P26 22 A ¥ ® © B & @ G

Search Clear Import Export Read Config. | Write Config.| Monitor Remote Log i Help About
B sEBL103Pro [ ' 7 a ' 7 7 7 1
B eEcomt
©M140T
BN Name Value

5475 Name Beilai Gateway

Cloud Status Port Device Name Status
COM1  M140T

MQTT Client

[IWAN Time 10:28:5 Modbus TCP Server LaN s475

a4 Model EL103P
B EaveN Version Vi3

4G Module EC2008
Q) OpenVPN Port 502
i IMEL 868618
s Alarms
15 Signal Strength 18 (Nor| us loT

[BTasks operator NULL

[l &) Dataservices SIM IcCID NULL [ oK |

& Pass Through SIM Status Failed

o000 0OO

@ Modbus RTUSTCP
g T S )
@BAChet/IP
@OPC UA

B &Cloud
@ MQTT Client
@ MQTT Client Il

Refresh

(1) Doubel click Modbus TCP Server to enter configuration box

(2) Port: This gateway is used as Modbus TCP Server monitoring port. Input any port within range
1-65535. For example, put 502

(3) Click OK to confirm the setting of Modbus TCP Server.

(4) Click Write Configuration. Gateway will restart automatically. After restarting, Modbus TCP
Server configuration is done successfully.

The Modbus TCP Server has enabled the "502" port by default, which can be directly connected to

the upper computer acquisition gateway through WAN or LAN. If the parameters of the port are not

modified, no operation is required.

5.4.1.1 View and Send Command with KingView

Gateway provides data as Modbus TCP server. Modbus TCP host computer will collect data from
BL102, like SCADA, MES host PCs. Function codes supported for collecting gateway data: 01 & 05
for boolean data; 03 & 06 for numerical data. Below example is using KingView to view BL102 device
data. WAN port IP: 192.168.1.155, Modbus TCP Server port: 502
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nfigure [S] View [V] Tools [T] Help [H]
‘ X 8 P2} 5| o = a L&) @ - @ © ®
|| Project Big lcon Small lcon  Detail Maker Viewer Alarm History — Network User MAKE VIEW About
£ File i Jg:; Instance Eﬂ Mew Edit E] Delete @ Copy DT__:H Paste E:l| Export E’{>| Impart
-I@ Picture — ’ ’
B[] Seripts @ @
+{E5 Recipe TCP New...

~[Z] Batch

Monlinear Table
£ Database

https://www.bliiot.com

2
&
il
T
E Structure Tag Device Configuration Wizard -- Summary x
B ~Jji Tag Dictionary
zici Y ’ -
2 {2 Alarm Group Installing Device Info
5 | 2{E] Device
i ﬁv’ COM1 - Device Informaiton
= r
= 4® comz
E -%_ DDE The new device ModbusTCP is produced by
E ..k Board Maodicon
2
il . OPC Server BBl npabinn o
evice Logic Name:
@ Network Node 9
Y. System Configuration
£ Set TouchExplorer Device Address: 192.1681,155:502 1/50
~% Set TouchView
- Alarm Configuration
~43; Historical Logging Communication Metho
4 Network Configuration
- a& User Configuration
21 Printer Setting
Electronic Record Configuration [ nuts var
Preset Comment
E1-Lg 50L Access Manager
FH Table Template
i Bind List
= F—HHB) I SEAk | BN |
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
1 ~
Lo P i ¥ © B W@ d
Search Clear Import Export Read Config. Write Config. Remote Log $3Z  Help About
B s&8L103Pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
& Scom Do1 01 Coil Status(0x) 0 True boal Do 0{M.000001) none
po2 01 Coil Status(0x) 1 True bool po2 1(M.000002) none
003 01 Coil Status(0x) 2 False boal D03 2(M.000003) none
B @LaN D04 01 Coil Status(0x) 3 False boal DO4 3(M.000004) none
05475 DOS 01 Coll Status(0x) 4 False bool DOS 4{M.000005) none
- EHIWAN D08 01 Coil Status(0x) 5 False boal DO6 5(1W.000006) nane
| tatag po7 01 Col Status(0x) ] False boal Do7 5(M.000007) none
B &Even pos 01 Cail Status(0x) i False boal Do8 7(M.000008) none
mn &GV DINT 02 Input Status(1%) 0 True boal DINT 5(M.000008) none
pen
R DIN2 02 Input Status(1%) 1 True boal DIN2 3(M.000010) none
|1t Alarms
DIN3 02 Input Status(1%) 2 True boal DIN3 10(M000011)  nene
[BTasks DINA 02 Input Status(1x) 3 True boel DINA 11(M.000012)  none
=] @DataSewiCeS DINS 02 Input Status(1x) 4 True kool DINS 12(M.000013) none
& Pass Through DING 02 Input Status(1%) s True boal DING 13(M.000014)  nene
€ Modbus RTU=TCP DINT 02 Input Status(1%) 6 True boal DINT 14(M.000015)  nene
| Modbus TCP Server DINg 02 Input Status(1%) i True boal DING 15(M.000016)  none
IBAChet/IP
QOPC UA
B & Cloud
@MQTT Client
@ MQTT Client Il
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€¥ TouchExplorer---BL101

Project [F] Configure [S] View V] Tools [T] Help [H]

Nonlinear Table
& Database
Structure Tag
il Tag Dictionary
1#® Alarm Group

|m[ Template | [l Picture | 13 Node | o Tagl 3 System

j x 3 . & ‘ & = & o @ & @ ®
Project Big lcon Small Icon Detail Maker Viewer Alarm History Metwork User MAKE VIEW About
- File [ E Instance ﬁ New Edit EJ Delete @ Copy Paste E:J| Export E—,’)‘ Import
i= Picture ’
] Seripts &
{55 Recipe New...
[E] Batch

COM Device Test

Communication Parameter:

{2 Device
# comn ~Register: 1
& comz : 40008 - iSHORT I
Register: Data Type:
"n_DDE
k= Board
-+, OPC Server Add Delete | Stop | Add Tag | Add ALL |
@ MNetwork Node
=1-K% System Configuration Collection List
-4} Set TouchExplorer - - -
-2 Set TouchView Register Na... | Data Type | Tag value | | Time Stamp | Quality Sta... »
- ) 00001 Bit Close 2021-8-312.. 192
-8 Alarm Configuration 4
TS Btorical Logaii 00002 Bit Close 2021-8-3 12.. 192
] s 00003 Bit Open 2021-8-312... 192
G Nergork configuratioh 00004 Bit Close 2021-8-3 12.. 192
iy User Configuration 00005 Bit Close 2021-8-3 12... 192
K24, Printer Setting 00006 Bit Clase 2021-8-3 12... 192
Electronic Record Configuration 00007 Bit Close 2021-8-3 12.. 192
Presst Comment 00008 Bit Open 192
21-LZ SQL Access Manager 40001 SHORT 20 2021-8-312.. 192
[ Table Template 40002 SHORT [ 2021-8-3 12.. 192
T 40003 SHORT o 2021-8-3 12.. 192
Bind List
o 40004 SHORT o 192
40005 SHORT o 192 Iz
i el B e s
BE B
€¥ TouchExplo BL101
Project [F] Configure [S] View V] Tools [Tl Help [H]
. = - i ®
* @ & = & o @ - @ m
Project Big lcon Small lcon  Detail Maker  Viewer  Alarm  History Metwork  User MAKE VIEW About
=@ File ]ng Instance Edit @ Delete @ Copy Dj__—:ﬁ Paste E‘:J| Export E}‘ Import
I Picture ]
-] Seripts &
{Z5 Recipe Tcp
[Z] Batch

Nonlinear Table
-5 Database
] Structure Tag
Jji Tag Dictionary
& Alarm Group
-2 Device
- COM1
- comz
-"o_ DDE
k= Board
P OPC Server
4% Network Node
=-8% System Configuration
4% Set TouchExplarer
% Set TouchView
- Alarm Configuration
433 Historical Logging
& Network Configuration
-4 User Configuration
-~-Z1 Printer Setting

|Z} Electronic Record Configuration

[Z] Preset Comment
=-LZ SOL Access Manager

A Table Template
£ Bind List

|ﬂ| Template | [l Picture | 13 Node | o Tagl £} System

Communication Parameter: Device Test I

LS
00003 II = I
00004

s o
00006

~Register:
Register: I4 '! Data Type: SHORT i
Add | Delete Stop | Add Tag | Add ALL |
Collection I
Data Input L

Register N ity Sta... A
‘00001

s Input Data:

00007 Bit Tlose 20218312 192
00008 Bit Open 2021-8-3 12.. 192

[F0007 SHORT 1] Z021-5-3 12... ] 192

40002 SHORT 0 2021-8-3 12.. 192

40003 SHORT [} 2021-8-3 12.. 192

40004 SHORT [} 2021-8-3 12.. 192

40005 SHORT [} 2021-8-3 12.. 192 o
ST - oo >

wE g
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Project [ View [¥] Tools [T]  Help [H]

L : ' — . —— -
[| & 5| ‘ & = - o @ - | @ - ‘ L)}
|| Project Big lcon Smalllcon  Detal | Maker  Viewer Alarm History ~ Network User | MAKE VIEW About
5 - File ]:E.‘: Instance [=| New Edit |=.| Delete @‘ Copy [E_-ﬁ Paste E-l| Export E’; Import
5 i Picture r
&
ret @-{¥] Scripts : &
— {3 Recipe Tcp New...
= --[[L] Batch
T ] Nonlinear Table
5 | &5 Database
3 Structure Tag COM Device Test x
@ i\ Tag Dictionary
= & Alarm Group Communication Parameter: Device Test i
£ | =[] Device .
o . COMI ~Register:
# comz
E & e Register: 40008 2 Data Type: SHORT 'i
2
5 --g2 Board
= !
P OPC Server Add Delete I Stop i Add Tag I Add ALL I
= &2 Network Node
=-%% System Configuration Collection List
£ Set TouchExplorer
o T Register Na... | Data Type | Tag Value | Time Stamp | Quality Sta... ~
. 00001 Bit Close 2021-8-3 12.. 192
Alarm Configuration y
T3 Fictorical Logain 00002 Bit Close 2021-8-3 12.. 192
: gfg 3 00003 Bit Open 2021-8-3 12... 192
Qﬁi’ Htwork Conhgrmhion 00004 Bit Close 2021-8-3 12.. 192
--am User Configuration 00005 Bit Close 2021-8-3 12.. 192
151 Printer Setting 00006 Bit Close 2021-8-3 12... 192
Electronic Record Configuration 00007 Bit Close 2021-8-3 12.. 192
[#] Preset Comment Bit QOpen 021-8-3 12... 192
2-[Z SOL Access Manager SHORT 30 2021-8[3 12.. 192
B Table Template 40002 SHORT [ 2021-8-3 12... 192
T 40003 SHORT o 2021-8-3 12... 192
#_ Bind List
40004 SHORT o 2021-8-3 12... 192
40005 SHORT o 2021-8-3 12... 192 Iz
e L Z R e S, s
"= Eug
- .
5.4.2 OPC UA Configuration
BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
N = -
D& 9o 4 & |® OB ® o q
Search Clear Import Export Read Config. |Write Config| Monitor Remote Log $%  Help About
B chBLiosrro 2
E} &Ecomi
Q@M140T OPC UA
LAN
Be Name E‘ E”ﬂhq Status Port Device Name Status
5475 Name ® | comt  maoT e
[ZIWAN Time ® LAN 5475 ®
P 4840
w46 Mode! ik ®
e e e >
L 16 Madule User
@ OpenVPN L
" IMEl Password ®
g Alarms .
[__' Signal Strength Security Strategy | none v L )
‘o Tasks =
© operator i E‘
[} & DataServices SIM ICCID
PrivateKey E‘
9 Pass Through SIM Status
@Modbus RTUSTCP
@ Modbus TCP Server
I1
Q@BACnet/IP
[eeeciz | o
B &Cloud
@MQTT Client
@MQTT Client Il

(1) Double click OPC UA to enter configuration box
(2) Click Enable to enable(green color) OPC UA. Default is disabled(gray color).
(3) Port: OPC UA Port, default is 4840

Page 101 of 134 Pages Shenzhen Beilai Technology Co., Ltd. V1.1
https://www.bliiot.com



,B?ﬁor PLC/Modbus to MQTT/OPC UA Gateway BL102

MAKE 10T EASIER

(4) Anonymous: If enabled, OPC UA can be connected without ID and password

(5) User, Password: only to be set when anonymous is disabled

(6) Security Policy: Select connection encryption policy(This example is connecting without
encryption, thus select None)

(7) Certificate, PrivateKey: This example is connecting without encryption, then it's not necessary to
upload certificate and privatekey.

(8) Click OK to confirm OPC UA configuration

(9) Click Write Configuration. Gateway will restart automatically. After device restarting, OPC UA is
configured successfully.

5.4.2.1 View and Send Command with UaExpert

BL102 provides data as OPC UA server. Below is the example of collecting BL102 data with
UaExpert(OPC UA Client). Connecting UaExpert with BL102 OPC UA server. Datapoint will be
generated automatically. Datapoint names are the same as variable names in configuration software.
Node id Consists of the device name on the configuration software and the device's data point label.

DePEE [+-
Configuration Fame
Broject o
. Discovery | Advanced ] y
~ [ Project Name Value Datatype ource Timestam erver Timestam
[ Servers Endpoint Filter: |opc. tep i

v [ Documents

3, Local
[ Data Access View

~ % Local Network
&% Microsoft Terminal Services
2 Microsoft Windows Network
# Web Client Network
~ % Reverse Discovery
4 < Double dick to Add Reverse Discovery... »
~ % Custom Discovery
< Double click to Add Server... =
e o %, opctepy/192.168,1.155:4840

(O Rel B edit URL 7 X

R S s service running

I ope. tep!//192. 168. 1. 155:4840 I v‘

suthent [ 0% J] | concel
(® Anomymons

Username Store

Fassword

Certificate

e a2 x
® P Private Key |

Timestamp Source o

cUzIpBrs 181 FY.AYY uacxpert

2021/8/3 14:17:50.499 UaExpert B chinid

2021/8/3 14:17:59.499 UaExpert 0K Camecel

2021/8/3 14:17:59.499 UaExpert o =

2021/8/3 14:17:59.499 UaExpert Loaded XML Nodeset Export Plugin (Static Plugin)

2021/8/3 14:17:59.508 UaExpert UaExpert is ready to use.

2021/8/3 14:18:05.023 DiscoveryWid... Discovery FindServersOnNetwork on ope.tcpi//localhost:4840 failed (BadTimeout), falling back to FindServers

2021/8/3 14:18:05.535 DiscoveryWid... Discovery FindServers on opc.tep:/flocalhost:4840 failed (BadTimeout)

2021/8/3 14:18:06.047 DiscoveryWid... Discovery GetEndpoints on opc.tep://localhost:4840 failed (BadTimeout) v
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Sending command from cloud to control device remotely.

Double click datapoint value, input value and press enter to confirm it.
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2021/8/3 14:32:14.185 DA Plugin kingPigeon O... Item [NS1|Guid|{010c0002-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplingInterval=250, RevisedQueueSiz...
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... ltem [NS1|Guid|{010c0004-0000-b640-5¢00-0000607240b6)] succeeded : RevisedSamplingInterval=250, RevisedQueuesi
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... Item [NS1|Guid|{010c0006-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplingInterval=250, RevisedQueuesi
2021/8/3 14:32:14.185 DA Plugin kingPigeon O.. Item [NS1|Guid]{010c0008-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplingInterval=250, RevisedQueueSiz...
2021/8/3 14:32:33.964 DA Plugin kingPigeon O... [Write to node 'N51|Guid|{00090000-0000-b640-5c00-0000607a40b6}' succeeded [ret = Good] | v
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5.4.3 MQTT Client Configuration

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as King Pigeon
MQTT. Refer to: King Pigeon MQTT Data Format
Connect to the ThingsBoard platform, select the JSON data format in the

"thingsboard-telemetry-gateway" format. The ThingsBoard platform domain name is
thingsboard.cloud.

Connect to a platform that supports Sparkplug B, such as the ignition platform, select the JSON data
format in the "sparkplug b" format, click the button next to the data template item, enter configuration
box to configure the group ID and edge node ID.

The difference between MQTT Client and MQTT Client Il is that the subscription topic of MQTT Client
Il does not work. The purpose of MQTT Client Il is that the platform can view the data but cannot
control the data. Therefore, MQTT Client Il connection is not introduced.

The configuration of MQTT Client is as follows: Connection without certificate and the JSON data
format in KingPigeon format as an example.

BLilot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
D86 2 2 i 2 | ® O B = ® a
Search Clear Import Export Read Config. |Write Config] Monitor Remote Log £3Z  Help About
B %BL103PrO MQTT Client
[ EBCoMI ﬁ . Enabq
@M140T Variable Type Port Device Variable Name
B @]LAN IP/Domain test.mosquitto.org
5475 Port 1882 _.us
i) WAN Client ID BL10x_MQTT
() 4G User Name BL10x_MQTT
=vPN Password BL10x_MQTT
2 CpenVPN x.500( I
ﬁ%AIarms CA File lz‘
[@Tasks Client Certificate File =]
[ DataServices Client Key File |I|
€9 Pass Through Data Tamp\afk KingPigean - |_I
& Modbus RTUS Subscribe Topic BL10x_MQTT_down
€ Modbus TCP § Dbl h T BL10x_MQTT_data -
€ BAChet/IP Upload Cycle(s) 30 —
@ OPC UA Data Retransmission(_ P
B-&Coud
@MQTT Client Il

(1) Double-click "MQTT Client" to enter configuration box. (2) Click the Enable button to enable
MQTT Client. Default: off. Gray: Disabled, Green: enabled. (3) IP/domain: fill in the IP/domain name
of the MQTT server. 4) Port: Fill in the MQTT server port, Default: 1883. (5) Client ID: The client
identifier used in the MQTT connection message, and the server uses the client identifier to identify
the client. (6) Username: The username used in the MQTT connection message, the server can use
it for authentication and authorization. (7) Password: The password used in the MQTT connection
message, which can be used by the server for authentication and authorization. (8) Data template:
Select according to the JSON data format supported by the MQTT server, default is "KingPigeon". (9)
Subscribe topic: The topic name used by the MQTT subscription message. After subscription, the
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server can send a publish message to the client for control. (10) Publish topic: The topic name used
by MQTT to publish the message. The topic name is used to identify which information channel the
payload data should be published to. (11) Upload cycle: The interval for regular data release, default
is 30S. (12) Data retransmission: whether to enable data retransmission, Gray: disabled, Green:
enabled. (13) Select data point upload: select the data point to be uploaded in the box on the right
side of the configuration box, the default is blank means all upload.

(14) Click "OK" to confirm the configuration of King Pigeon MQTT. (15) Click "Write Configuration",
the MQTT Client will not be enabled until the gateway device restarts. Re-open the configuration
software to log in to the device, and you can see on the basic information page that the prompt light
of "MQTT Client Online Status" is green, indicating that the MQTT Client is connected. The rightmost
shows the online status of the slave device.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
""" u ;9.\ ! - 1y
,@ 58 9 2  } 4 Q@ B B @
Search: Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
= g5,BL103Pro
B &comt
@M140T
LAN
& @ Name Value Cloud Status Port Device Name Status
@ s475 Name Beilai Gateway fvartT client ® | o waor r
EHIWAN Time 17:08:34 08/29/2022 MQTT Client I ® LAN 5475
“ac Model BL103Pro Ali loT ®
B E=JveN Version viaz HUAWE 1oT ®
7 4G Module EC200SCNAAROTADSM16 AWS IaT ®
) OpenVPN
y ME 853618052204261 KingPigeon loT ®
Tig Alarms : =
Signal Strength 19 (Normal14-31) KingPigeon Modbus loT e
[ Tasks Soerater NULL
= & Dpataservices SIM ICCID NULL
@ Pass Through SIM Status Failed
@ Modbus RTUSTCP
) Modbus TCP Server
BACnet/IP
Refresh
§OPC UA
E & Cloud
@MQTT Client
@MQTT Client Il
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5.4.3.1 View and Send Command with MQTT.fx

B Edit Connection Profiles

5 Profile Name | MQTT Server
| Profile Type  MQTT Broker bt i‘\\ m

MQTT Serve:
MQTT Broker Profile Settings

Broker Addresq | test.mosquitto.org

Broker Pory | 1883

General BELEIECENHIEN SSL/TLS  Proxy LWT

User Name | test

Password | eeee

Note: Client ID can not be the same the Client ID in configuration software

Message received in MQTT.fx:
Subscription Topic of MQTT.fx is the Publishing Topic configured in MQTT Client

Shenzhen Beilai Technology Co., Ltd. V1.1
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@ MaTTH- 171 — O o4
Extras Help
I:l Disconnect ‘@
Scripts  Broker Status Log
date 5
Dumgp Messages Mute a0
date

1
03-08-2021 16:05:54.65154608 Qo5 0

{"sensorDatas”:[{"fla: 00"}, {"flag™:"Ye", "switch

er”:0}, {"flag":"Y1", "swi 11}, {"flag":"¥3","switch

ert:0},{"flag":"Y4", "switcher™:0},{"flag":"Y5 "¥6", "switch

Topics Collector [0) Scan aiw D1”,"value”:0

er” 0}, {"flag™:"Y7", "swi
Fe1 " flag™ :"D2", "value'

her”:1},{"flag”:"DO", "value”:2

{"flag": i flag™
00", "sw
3", "sW

her":8},{"flag":"07" ,"switcher™:8},{"flag”:"VW@", "value”

ue":0}, {"flag":"VW4" , "value”:0}, {"flag":
1,"time":"1627985154","addTime™: "2021-08

jalue”:0}, {"flag™: "VW8", "value":0}

"VHg" , "
03 547}

Payload decoded by Plain Text Decoder -

Use MQTT.fx to publish:
Public Topic is the Subscription Topic Configured in MQTT Client

@ MQTTH - 1.7

B o oo

Subscribe  Scripts

1

"sensorDatas’

{

“switcher":1,
"flag=:"yY7"

i
"down"down

]

Broker Status

Disconnect

Log

- O

Q051 Qo5 2 Retained G

&5
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@ MQTTh- 171

ﬁ Extras Help
&

Publish  Subscribe  Scripts  Broker Status

0, Retained: false)
INFO MgttFX ClientModel
INFO MgttFX ClientModel
INFO BrokerConnectorController

INFO MqttFX ClientModel
ScriptsController

INFO
INFO
INFO
INFO
INFO
INFO ntroller
INFO rokerConnectorController
INFO ScriptsController
INFO MgttFX ClientModel
INFO MgtiFX ClientModel

Disconnect

messageArrived() with topic: date
messageArrived() added: message #2 to topic 'date’
onDisconnect

rebuildMessageslist()

cript excution.
onConnect

le.
nt with ID MOTT_FX_Client_test assigned.
session present: false

onSubscribe
rebuildMessagesList()

INFO SubscribeController
INFO MgtiFX ClientModel
INFO MgttFX ClientModel
INFO MgttFX ClientModel
INFO MgtiFX ClientModel
INFO MgttFX ClientModel
INFO MgttFX ClientModel
INFO MgtiFX ClientModel
INFO PublishController

INFO MgtiFX ClientModel
INFO MgttFX ClientModel

addRecentSubscriptionTopic : de.jensd.mgttfx.entities.Topica
attempt to add PublishTopic

sucessfully subscribed to topic date (QoS @)
messageArrived() with topic: date

messageArrived() added: message #1 to topic ‘date’

publish

attempt to add PublishTopic

sucessfully published message {

18,380
18,381
6,190
126,191

'
lown ™ : "down™
y

to topic down (QoS 6, Retained: false)

@ MQTTfx - 1.7 = o %
Extras Help
E Disconnect o’ o
Publish Scripts  Broker Status  Log
date - e
date date i
Dump Messages Mute Qos0
date 2
Qos0
date i
Qo5 0
date 4
Qos0
Topics Collector (0) Scan v
date

04-08-2021 17:50:18.64218381

{"sensorDatas":[{"flag":"GPS","lat":"0.0000", "lng":"0.0000"},{"flag":"Y0" ,"switc
her”:0},{"flag™:"Y1", "switcher™:0},{"flag":"Y2","switcher=:0},{"flag™:"¥Y3", "swit
cher”:8},{"flag™:"Y4&" “switcher®:A} {"flag":"Y5", "switcher”:0}, {"flag”:"Y6", "swi
tcher™:0}, {"flag":"¥7", "switcher":0},{"flag":"DO","value":0},{"flag":"D1","value
1°flag :"D3","value":0},{"flag":"D4&", "value":8},{"f
1"D6","value™:8},{"flag":"D7","value":0},{"flag":"0@

"0}, {"flag":"D2","VATUE IO}
lag":"D5","value":0},{"flag
", "switcher®:1},{"flag":"01","switcher”:0}, {"flag":"02", "switcher™:
3", "switcher":0},{"flag":"Q4", "switcher":0},{"flag":"0Q5","switcher":

Payload decoded by Plain Text Decoder -
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@ MQTT.H - 1.7.1 — O bad
(718 Extras Help
n Disconnect o .
Publish WM Scripts  Broker Status  Log
date - 5 Q51 QoS2 i
date @ | date i
Dump Messages Mute Unsul — QcISO
date 2
Qos 0
date 3
Qo5 0
date 4
Qoso
date 3
Qos 0
date 6
QoS0
Topics Collector (0) Scan | Stop -
date
2
Payload decoded by Plain Text Decoder b

5.4.4 Alibaba Cloud Configuration

Device Certificate

Device Certificate copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

v Introduction to the unique-certificate-per-device and unique-certificate-per-product modes

Page 109 of 134 Pages Shenzhen Beilai Technology Co., Ltd. V1.1
https://lwww.bliiot.com



f;?ﬁor PLC/Modbus to MQTT/OPC UA Gateway BL102

MAKE 10T EASIER

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — 0 X
] d 4 i
Do P o i ¥ ® © B ® @ a
Search Clear Import Export Read Config. Write Config| Monitor Remote Log 3 Help About
w46 Ali loT
B Emven
@ OpenVPN Variable Type Port Device Variable Name
ﬁ%A\afms  Status
EéTasks Authentication Mode Device Secret
Bl Sataservices Region China(Shanghai)
@ Pass Thro L
©Modbus R ProductKey
©Modbus T DeviceName BL1Ox-
§IBACnet/IP, DeviceSecret
@OPC UA B [
B-&Cloud Client Certificate File []
©MQTT Clie Client Key File =]
©MQTT Ciel Upload Cycle(s) 30
@HUAWEI |
ok || cancel
DAWS loT H_II—I
@ KingPigeon loT
@ KingPigeon Madbus loT
@Advanced Settings

(1) Double-click "Alibaba Cloud loT" to enter configuration box. (2) Click the Enable button to enable
Alibaba Cloud. Default: off. Gray: Disabled, Green: enabled. (3) Authentication mode: Choose
whether to use a key connection or a certificate connection. The default is key connection. (4) Region:
Select the Alibaba Cloud region, default is China (Shanghai). (5) IP: The IP address of Alibaba Cloud
for the enterprise version, don't need to filled in for the public version. (6) ProductKey: The same as
the ProductKey in the Alibaba Cloud device. (7) DeviceName: The same as the DeviceName in the
Alibaba Cloud device. (8) DeviceSecret: The same as the DeviceSecret in the Alibaba Cloud device.
(9) CAfile: When enabling certificate connection, select the root certificate file to upload. (10) Client
certificate file: When enabling certificate connection, select the client certificate file to upload. (11)
Client key file: When enabling certificate connection, select the client key file to upload. (12) Upload
cycle: The interval for regular data release, the default is 30S. (13) Select data point upload: select
the data point to be uploaded in the box on the right side of the configuration box, the default is blank
means all upload. (14) Click "OK" to confirm (15) Click "Write Configuration”, and Alibaba Cloud will
not be enabled until the gateway device restarts. Re-open the configuration software to log in to the
device, and you can see that the "Alibaba Cloud Online Status" indicator light is green on the basic
information page, indicating that Alibaba Cloud is connected. The rightmost shows the online status
of the slave device.
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Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 -0 X

Papo @ k © @ B = ® d

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About

(‘Ai) a6
& flven
& OpenVPN
ﬁ%A‘ﬂfmS MName Value Cloud Status Port Device Name Status
EéTasks MName Beilai Gateway MQTT Client ] ComM1 M140T ®
E @DataSewices Time 17:30:33 08/29/2022 MQTT Client Il @ LAN 5473 L ]
Model BL103Pro ali 1T B
® Eazsilhrouah Version V113 HUAWEI loT .
©Medbus RTU=TCP 4G Module EC200SCNAARQTADIM 16 AWS loT ®
@ Modbus TCP Server IMEI 868618052294261 KingPigeon loT Y
D BACnet/IP Signal Strength 20 (Normal:14-31) KingPigeon Modbus loT ®
@ OPC UA operator MNULL
E &Cioud SIM ICCID NULL
SIM Status Failed
@ MQTT Client II
@Al loT
O HUAWEI 10T Refresh
PAWS loT

& KingPigeon loT
€ KingPigeon Madbus loT
{§}Advanced Settings

5.4.4.1 View and Send Command in Alibaba Cloud

Add datapoint to Alibaba Cloud as below picture. Make sure datapoint mark is the same as MQTT
flag in configuration software. For example, MQTT flag of datapoint VW8 of PLC S7-200SMART is
VW8 in configuration software, then set VW8 as datapoint mark in Ali Cloud. Function name and

variable name can be different.

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
[ Piary A n
D46 2 L 3 & ®m® G
Search Clear Import Export Read Config. Write Config. Monitor Remote Lo i Help About
P P g g g P
Variable Name Address Type Address  Value Unit  Datatype Varibale K Map Address Ratio
B A BL110PIO ¥p typ: ey P
& @comi Qoo o] 0 bool Qoo 21(M.000032)  none
QIR0 Qo1 a 0.1 bool Qo.1 32(M.000033)  none
Q0.2 a 02 boal an.2 33(M.000034)  none
Ehemcomz Qo.3 a 03 bool Q0.3 24(M.000035)  none
@57-200 Qo4 a 04 bool Q04 35(M.000036)  none 1
[ EIcoms Qo.s a 05 bool Qo5 26(M.000037)  none
@CPiLL Qo6 a 06 bool aos 37(M.000038)  none
Q0.7 a 07 boal Q0.7 38(M.000039)  none
B GEacoma
vwo W 0 uint16 vwo 13(M.400014) 1
QDVP-125A2
vz vw 2 uint1s vwz 14(M.400015) 1
B AN v VW 4 uint16 Vw4 15(M.400016) 1
VW6 vw 6 uint16 vWe 16(M.400017) 1
@CPIL-EL VWG W 8 uint16 |vwa| / 17(M.400018) 1
B E@WAN
@FX5U
(‘A’)46
B Even
2 OpenVPN
ﬁ%Alarms
Ee'Tasks
[} & Dataservices
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¢ Publicinstance loT Platform / Devices / Products / Procluct Details / Define

« Edit Draft

Devices
ProductName  BLIOVESS Produc v Copy
Dedces @ Vou are eiting a craft. You nesd o click Publish to appy the TSL model
(Gioups Import. TSL Model Version History v
Jobs
it o + Default Module
CA Certificate
‘Add Standard Feat
Default Module
Rules .
Feature Name(el) 7 Identier 1+ DataType Data Definition
v +Add Module
e - » s VelveRange: 2UTISSGIS - 218748
pertes & oo
Resource Allocation v
Value Range: 2147483648 - 214748
Link Analytics Properties. vwe VWé Int32 647 Edit | Delete
Value Range: -2147483648 ~ 214748
Coieltedd Properties vwa w4 Int32 i 2 Edit | Delete
3647
Documentation and Tools Value Range: -2147483648 ~ 214748
Propertes wz wez 32 ! it | Delete
3647
Value Range: -2147483648 ~ 214748
Propertes wio 32 i it | Delete
6
Boolean value:
Properties a Boolean 0-% Edit | Delete
1-F
Boolean value:
Properties Q6 L Edit | Delete
= () AlibabaCloud & Workbench [ Crina (shanghan v s Expenses  Tickels ICP  Enterprise  Support  App & WO

loT Platform / Devices / Devices / De

€ Public Instance

Penss - BL10x-miyao o=

Products Froucts e,
- Device Information  Topic List Manage Files = Devicelog ~ OnlineDebug  Groups  Task
Groups
-~ Events | Invoke Service
CA Certificate Enter e Q Ente dentifie Q Real-time Refresh
Rules Property identifie Property Name Data Type Update Time Updated Value Expected Value Actions
Default Module
MEiey Do Do int Jun 29, 2021, 09:13:29.390 Data
Resource Allocation
D1 D1 int Jun 29, 2021, 09:13:29.390 0 Data
Link Analytics
D2 D2 int 09:13:29.390 0 iew Data
Link Visual
03 03 Jun 29,2021,0913293%0 o . View Data
Documentation and Tools
D4 D4 int 09:13:29390 0 o View Data
D5 D5 int 1, 09:13:29.390 0 View Data
D6 D6 int 09:13:29390 0 - View Data
o7 o7 Jun 20,2021,0:1329390 &
® ® ool Jun 29,2021, 091329390 169 - it
Q1 Q1 bool 1, 09:13:29390 1K) - iew Data
H () AlibabaCloud & Workbench  China (shanghai) v s Expenses Tikels ICP Enterprise Supot Ap B O W @
& Public Instance
@ e oot Jun 20,2021,09:1902918 oDt
Devices
s s bool Jun 29, 2021,09:1902518 0 - ewData
Products
Devices @ a bool Jun 28, 2021, 091202918 View Data
Groups wo wo int Jun 29,2021,091902918 e
Jobs
w2 vz int Jun 29,2021 0 jew Data
CA Certificate
vwe s int Jun 29,2021,0:1902918 0
Rules
Maintenance VW6 VW6 int Jun 29, 2021, 09:12:02918 0 - iew Data
Resource Allocation vws wwe int Jun 29, 2021, 09:19:02918 0 iew Data
Link Analytics
Yo Yo bool Jun 29, 2021, 09:19:02918 169 - View Data
Link Visual
" " oot jn 29,2021, 091902918 e Data
Documentation and Tools
2 2 bool 0@
v v boal Jun 29,2021,0:1902918 )
v v boct n 20,2021, 091902918 i) = e Data
vs v bool Jun 29, 2021,09:1902518 ) - ewData
ve 3 oot Jun 29, 2021,01902918 o - ViewDats
A \d bool jun 29, 2021, 09:19:02.918 um

Sending command from Alibaba Cloud
Note: Currently Alibaba shadow function is not supported. Need to send command from online
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debugging

st Ap B O W OOQ N

Expanses Tickets ICP  Enterp

= () AlibabaCloud & woisench  China (Shangnai) g

& Public Instance o7 Platform / Maintenance / O
Devices A 0ﬂ|ll"|e Debug
Products Selectdevice  BLIONES v alioemias v

Devices

@ Oriine debugging only supports debugging resl equipment, please use
virtual equipment debugging

% wtoreresh @0 C &
or

Deviee

Groups
P Time Content
Jabs
L (R R
B \‘0\'\'\'#’\ AW BNl
CA Certificate Module:  Default Module il BN L 2021-08-13 0
033447381 5447.381+0800"
R z 052 - property n
ules i T, BizCode " Thinghtadel’ De
viceName':*BL10x-miyao",Messageld:*]
Maintenance o 0 v | Debugging ™
AETEE [Status" ue* Instanceid™iot-publc: “Params
i ol ¥ Lt miahingevent propary/post ‘Code 2
Real-time Monitoring Aug 15 2021 g a0t o : .
1 v | Detiugging v S OVeERKY BizCode ThingMoceiMessage” ‘m(eNima 8L iyt Messageld 14258992 40433330608°
Dashboard
VWONWO)
Online Debug
2 Debugging
Device Simulation
W20W2) Gat
Device Log ) st
Set
OTA Update WANWA) g
Remate Canfig ‘
VWENWE)
Alert Center -
- - AENEE 2=
=) AlibabaCloud & workbench China (Shanghai) v Egenses Tikets [CP Emprise Swopot App B O W @ EN
& PublicTheanc IoT Platiorm /  Maintenance / Oniine Debug
"
e . Online Debug
Products Selectdevice: | BLIG-ZH8 v | liormiyao v
Devices © Onin debugging only supports debugging sl equipment, plessense . ReaktimeLogs @ orine noketesh @) C &
evice smulator
virtual equipment debugging ;
Groups .
Time Content
Jobs
BEURR ["Status":"true" "Instanceld":*iot-public",‘Params";**, "Time""2021-08-13 09:55:35,021","Operation":'/sys/aT oVeEkIWy/
= " g " BL10K-miyac/hing/service/property,set_reph’ “Cooe""200""Reason ™ ‘UIcTime": 2021-08-13T09:35:35.021+0600° 1
CA Certificate Morule:| - Default Module i/ Aug 13,2021, 09553521 otids “ResutData 16 Productke
"2 loveEkwwy BizCode" ThinghodzlMiessage” DeviceName ™ 8L10x-miyao" "Messageid™142509544026266214
4
Rules v S
Naitenancs A P v | Debugging ¥ TS rSatus™fase, nsanceld iot-pul
v 2 - Vingl0\ D030 D1y
i 15352, RS WA Al ety \ng 0\"DOV30" D
0\'DE:0D: 0) a1 17
Real-time Monitoring anan $54B01T:-perton ChecCoce i parse et e V20216
ol hwahnt o AAMecSKnDDOO0T, ResulData™Ingh" 5002 - rapery not found: aty
F1 v Debugging v/ ot found\'f Traceld 1c"Productie ¢ "BizCode" ThingModel""De
Dashboard viceNameBL10x-miyac” Messageid
VIWO(VWO)
Online Debug = BETES Staus" e nstancel ot pubkc Params' Time": 2021-08-13 05:545008" ‘Dperaion'/sys/aVeEkKXW/
2 " ———— 8LI0x-miyac)thing/event/property/post”  UtcTime*:*202 1-06-137T08:55:48.008+ 8L
ok i % g StwahwrEciAATAedSkn000000" ResURData'~" Traceld (a30322€1624815748000374847c1 d
eyicahoulion o aVeEkIOW" ‘BizCode" ThingModelMessage","DeviceName''81 10x-miyao’, "Messageld 1425093434 771857620)
Device Log 0 .
TETRS ("Status"true" “instanceldiot-public®‘Params";** Time':"2021-0813 09:55:35.001" “Operation's /sys/aToVekKXWy/
it BLI0e-miyas/thing/senice/property/set s plj “Code ime"2021-08-13T09:55:35,021+0800°
OTA Update VAN g i otid""ShwahwnEcwuAARAedSkn0D000D Dat 030322016288197350065207d7c1c", Productie
¥ ToVeEKKIWY BizCooe' '11'mgH:meweaiage DeviceName"BLI0K- Miyao" "Messageid™"142599844026266214 ‘
&)
’ 0
Remaote Config
ot Cia VIVGVWG) T CStatus™ e t-public“Params mul Time:*2021-08-13 09:55:35.021" “Operation*:‘Check" "Cod

€200

eas0n"™"success”, "UCTime'"2021-08- 140800, lotid™ TREs T
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5.4.5 HUAWEI Cloud Configuration

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
1 Fzany - @
Do P ik d @ O ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About
U ac HUAWEI loT
B EveN E ) Enablel
) OpenVPN Variable Type Port Device Variable Name
1 Atarms Collection Point COM1  M140T DO1
& 5 ., us
Authentication Mode Device Secret I o e
BB Tasks 1P/Domain T mgtts.cn-north-4.myhuaweicloud S e Ey— -
B Satasenvices Port 1883 Collection Point cOM1  M140T o4
€D Pass Through T g Collection Point com1  m140T DOS
@ Modbus RTU ks x5 Collection Point COM1 M140T DO6
Device Key
Collection Point COM1  M140T DO7
@ Modbus TCP § o E = !
@BACheyP WO 0 Collection Point COM1  M140T DO8
©oPCUA Collection Point COM1  M140T DIN1
e keyine L Collection Point com1  miaoT DIN2
E-&Cloud ServeriD! o Collection Point COM1  M140T DINZ
D MQTT Client Upload Cycle(s) 30 Collection Point coM1 M140T DIN4
©MQTT Client I D resmemisil 3 Collection Point COM1  M140T DINS
Al loT Collection Point CcomM1 M140T DING
I:I Mactinn Daint onn asuant g
oK || Cancel
oS o7 o Jfeme]
&) KingPigeon loT
9 KingPigeon Modbus loT
@Advanced Settings
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X

L& o e b x | © B ® @ G

Search Clear Import Export Read Config. |Write Config] Monitor Remote Log 3 Help About
(EMG HUAWEI loT
B e @) Enable
€ OpenVPN Variable Type Port Device Variable Name
g s —— e = = =
[BTasks 1P/Domain »t-matts.cn-north-4.myhuaweicloud] Collection Point LAN 5475 — 5
[} &= DataServices o 1883 .
Q) Pass Through e
@ Modbus RTU= Device Key
©Modbus TCP e =
@ BACnet/IP Client Certificate FHile =
@OPCUA Client Key File =]
B &Cloud Server ID =
©Marr Client Upload Cycle(s)
@MQTT Client Il o S 7 B—
Data Retransmission(_J
@Al loT |
DAWS loT Iinﬂl

£ KingPigeon loT
& KingPigean Modbus loT
@}Advanced Settings

(1) Double-click "HUAWEI CLOUD loT" to enter configuration box. (2) Click the Enable button to
enable HUAWEI CLOUD. Default: off. Gray: Disabled, Green: Enabled. (3) Authentication mode:
Choose whether to use a key connection or a certificate connection. Default is key connection. (4)
IP/domain: Connect to the address of HUAWEI CLOUD, enter the console, click Overview, and the
platform access address of the device access service console, you can view the server address. (5)
Port: 1883 by default, 1883 for key connection, and 8883 for certificate connection. (6) Device ID: Set
the same as the device ID on HUAWEI CLOUD. (7) Device key: Set the same key as the key on
HUAWEI CLOUD, and enter the key when creating a device. (8) CA file: When enabling certificate
connection, select the root certificate file to upload. (9) Client certificate file: When enabling certificate
connection, select the client certificate file to upload. (10) Client key file: When enabling certificate
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connection, select the client key file upload. (11) Server ID: Set the same as the service ID on
HUAWEI CLOUD, the service ID set when creating the product. One service ID or multiple service
IDs can be set. This example introduces multiple service ID applications, adding "M140T" and "S475"
service IDs. (12) Upload cycle: The interval for regular data release, the default is 30S. (13) Data
retransmission: whether to enable data retransmission, click the button to enable. Gray: disabled,
Green: enabled. (14) Select data point upload: select the data point to be uploaded in the box to the
right of the configuration box, the default is blank means all upload. In this example, the service ID
"M140T" selects the data point of M140T to upload, the service ID item selects "M140T", right-clicks
the mouse in the right box, the data point box pops up, and selects the data point of "M140T", for
example: click the data point of M140T DO1, click and hold the left mouse button, move the mouse
down to the data point to be uploaded, click "OK", and the data point you selected will be displayed in
the box. Select the service ID "S475", right-click in the box, the data point box will pop up, select the
data point, and click "OK".

(15) Click "OK" to confirm the configuration of HUAWEI CLOUD. (16) Click "Write Configuration”,
HUAWEI CLOUD will be enabled after the gateway device restarts. Re-open the configuration
software to log in to the device. On the basic information page, you can see that the "HUAWEI
CLOUD online status" indicator light is green, indicating that HUAWEI CLOUD is connected. The
rightmost shows the online status of the slave device.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - O X

Search Clear Impert Export Read Config. Write Config. Monitor Remote Log $3  Help About

e
- E9vPN
2 OpenVPN

g Atarms Name Value Cloud Skatiis Port Device Name Status
[ Tasks Narme Beilai Gateway MQTT Client lcom1 mi4oT

B @ DataServices

& Pass Through
@ Madbus RTUSTCP

Time 18:22:12 08/20/2022 MQTT Client Il ® LAN |
Model BL103Pro AliloT @ | 1
Version V113 HUAWEI loT @ |

4G Module EC2005CNAARO1ADIM16 AWS [oT

o

€@ Modbus TCP Server IMEI 888518052204261 KingPigeon I )
&2 BACnet/IP Signal Strength 21 (Normal:14-31) KingPigeon Mp diusdal P
QOPC UA operator NULL

Bl &Cloud SIM I€CID NULL
@MQTT Client
@MQTT Client I
@Al loT

SIM Status Failed

SAWS loT

@ KingPigeon loT

& KingPigeon Modbus loT
@}Advanced Settings
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5.4.5.1 View and Send Command in HUAWEI Cloud

= loT Device Access i
tion Online

Topic Management

&
Add Sarvico Import from Lirary Import from Local Import from Excel Lear About Product Models |  Export
m Service List ®cC
\ . W1a0T MUOT  Descrption Delete Service
40T ‘Add Property
S
= Property Name. Data Type Access Mode Description Operation
el [T » D01 Integer Readable, Wiitable Edit | Delete
-
& N ’ D02 Integer Readable Writable. Edit
L D03 Integer Readable Writable Copy | Edit | D
g osm (29 %
= D04 Integer Readsble Wiitable Edt | Delete
© | Resource Spaces
Dos Integer Readable Witable Edt
& loTDAInstances .
D06 Integer Readable Writable Edit | D
€ . o
@ Documentation o oo7 Integer Readable Witable Copy | Edit | Delete
Dos Integer Readable, Witable Copy | Edit
DINt Integer Readable Wriable Copy | Edit
DNz Integer Readable Witable Copy | Edi | Delete
0 v | Toarecorasts < [ 2 >

Command Name Command Parameters Response Parameters Operation

| R DO1,002.003,004,004,005.006,007 D08 Copy_Edit | Delete |

0 <) tarenst < [l

The property name is the variable label identifier on the configuration software

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
5 A &) 2
P e 2o e i 2 ® B =@ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About
Variable Name Alcess Typa Address | Malua Units | Datatype: Varibale Key Map Address Ratio
B &4BL103Pr0
Do 01 Coil Status(0x) 0 boal Do (M.000001) nane |
EEpcomi
Do2 01 Coil Status(0x) 1 bool D02 1(4.000002) none |
Do3 01 Coil Status(0x) 2 boal DO3 2(M.000003) none |
EHEILAN DO4 01 Coil Status(0x) 3 boal D04 (M.000004) none |
D547 DOS 01 Coil Status(0x) 4 boal D05 L1{M.000005) nane |
CZIWAN DO6 01 Coil Status(0x) 5 boal o6 5(14.000006) none |
4G po7 01 Coil Status(0x) 5 bool ipo7 l6(M.000007) none |
DO8 01 Coil Status(0x) 7 boal iboa 7(M.000008) none
- EveN
- © OpenVPN DINT 02 Input Status(1x) 0 bool IDINT (M.000009) none |
pen’
. DINZ 02 Input Status(1x) 1 boal DIN2 (M.000010) none |
Al
15 Alarms DIN3 02 Input Status(1x) 2 bool DIN3 10(M.000011)  none |
[F@Tasks DINg 02 Input Status(1x) 3 bool DIN4 11(M.000012) none |
5] @DataSewices DINS 02 Input Status(1x) 4 bool DINS 12(M.000013) none |
Pass Through DING 02 Input Status(x) 5 boal DING 13(M.000014)  none |
g P!
€ Modbus RTU=TCP DIN? 02 Input Status(1x) 5 bool DINT 14(M.000015)  none |
€ Modbus TCP Server DING 02 Input Status(ix) 7 boal bing 15(M.000016)  none |
© BAChet/IP
QOPC UA
E-&Cloud
@ MQTT Client
@ MQTT Client Il

Data received in HUAWEI Cloud:
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" HUAWEI CLOUD

= loT Device Access

Basic (Ghangs)

Defoult BL10x £

(u}
Products BLXXX
Devicss N . a
Sacrat
Jan 222021 12:06.20 GMT+0& 00 Directly cann
vins v
Davica CA
@ Rues . ]
Latest Data Reported ey s oan @ Rl ©
DO1 Do2 DO3 DO4 DOs
oam v
[Hew g e oy e ey

Send command from HUAWEI Cloud
Add command to be sent
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HUAWEI CLOUD

loT Device Access

el Definition Online Debugging Topic Management
Add Ser Import from Library Import from Lacal Import from Excel Export
Service List ®C

M140T iption Delete
Overview
M140T
: 3475 —
v Property Name Data Type Access Mode Description Operation
— " D01 Integer Readable, Witable Gopy | Edit | Delete
i
" ‘ D02 Integer Readable, Wiitable Copy | Edit | Delete
ge Management
1 e D03 Integer Readable, Witable Copy | Edit | Delete
oam [ -
~ o4 Integer Readable, Witable Copy | Edit | Delete
= Resource Spaces
Dos Integer Readable, Witable Copy | Edit | Delete
2 o
& loTDA mstance
SR D06 Integer Readable, Witable Gopy  Edit  Delete
=y " p
Documentation < Do7 Integer Readable, Writable Copy | Edit = Delete
API Explorer & o8 Integer Readable, Witable Copy | Edit | Delete
o7 Devics Provisioning & DIN® Integer Readable, Witable Copy | Edit | Delets
5 DINZ Integer Readable, Witable Copy | Edit | Delete
Forum for help S

10~ | Total Records: 1

g

Command Name Command Parameters Response Parameters Operation

IMMDTTT:; DO1,002 D03,004,004 D05, D06, D07 D08 Copy | Edit | Del

10 v | Total Records: 1 [1]

Command to send data

Take the DO2 of M140T as an example

= loT Device Access.

Overview Device Shadow  Message Trace  Maintenance  Child Devices  Tags

@ 17ins procuct that e devi beioags t

5 ’ a0 NBT cevices e
m Commi b Deliver Command

Overview
a8 Synchronous Command Deliv n

Prosucts uf
S Note Hist cord query is aiob

Devless a
@ |

| Al Devices
e Asynchronous Command Del Dalr Comand
- Groups
Gueued Commands | Historkal
Sowaraimwae 002 |
) Bt T Q|| Adancedsemen ~ | [©
Devica A 2

& Caréficates status W Command Ng by Platform Delivered
@ e v

Suorags Management

os [ 7 -

Resourcs Spaces

IaTDA Instances S @

Documentation

API Explorer

laT Davica Provisioning

% % % %

Fomm fot help

Check whether the DO2 data has changed in the device shadow, from the original "1"

—

o "0".
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" Huawel cLoup

5.4.6 AWS Cloud Configuration

AWS supports publishing multiple topics. Configuration is the same as that of configuring multiple
service ID of HUAWEI Cloud. Below example is configuring single topic with all datapoints to be
published.

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - 3 X

Do £ 2 i ¥ ® © B = @ qd

Search Clear Import Export Read Config. Write Config! Monitor Remote Log &3 Help About

ag
EHEveN
@ OpenVPN Variable Type Port Device Variable Name
ﬁ%Ala(ms St
=) STD:S:;M(ES IP/Domain r-atsiotus-east-1.amazonaws.com
@@ Pass Thro Port gees
@ Madbus R
@ Modbus Ti
@BACnet/IP
@OPC UA
Erastisia Client Key File
QMaTT Ciid Publish Topic
@MQTT Clig
@Al loT
@ HUAWEI |

AWS loT

Thing
Client 1D
CA File

Client Certificate File

Upload Cycle(s) 30

@ KingPigeon loT
@ KingPigeon Modbus loT
{8} Advanced Settings

(1) Double-click "Amazon loT" to enter configuration box. (2) Click the Enable button to enable
Amazon Cloud. Default: off. Gray: disabled Green: enabled. (3) IP/domain: Fill in the terminal node,
enter the console, and click "Interaction" of "Thing" to view. (4) Port: 8883. (5) Thing: Fill in the ARN,
and click "Details" of "Thing" to view the ARN. (6) Client ID: fill in the account ID and view it in the
user information. (7) CA file: Select the root certificate file to upload. (8) Client certificate file: Select
the client certificate file to upload. (9) Client key file: Select the client key file to upload. (10) Publish
topic: the topic created when creating the rule, the topic name used by MQTT to publish the message,
click "Add" to fill in the publishing topic name. You can fill in multiple publishing topics, select a
publishing topic, and click "Delete" to delete the selected topic. For example: the topic viewed in the
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"rule" of "action" is "iot/topic", so fill in"iot/topic".

Rule gquery staterment

The source of thhe messages yvou vwant to process wvwith this rule.

= FROM

(11) Upload cycle: The interval for regular data release, the default is 30S. (12) Select data point

upload: select the data point to be uploaded in the box on the right side of the configuration box, the

default is blank means all upload. (13) Click "OK" to confirm the configuration of Amazon Cloud. (14)

Click "Write Configuration", and Amazon Cloud will be enabled after the gateway device restarts.

Re-open the configuration software to log in to the device, and on the basic information page, you

can see that the “Amazon Cloud Online Status” indicator light is green, indicating that the Amazon

cloud is connected. The rightmost shows the online status of the slave device.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
_ T = R ]
D a8 2 82 i I ® B = ® G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 7 Help About
iwlag
e veN
£ OpenVPN
1% Alarms Name Value Cloud Status Port Device Name Status
EéTasks Name Beilai Gateway MQTT Client i) CoM1 M140T &
Ti 18:51:15 08/20/2022 MQTT Client I LAN 5475
=] @DataSewices bt L it ®
Model BL1D3Pro Ali loT B
& Pass Through E =
Version V1.1.3 HUAWEI loT X
@ Modbus RTU=TCP 4G Module EC200SCNAARDTADIM16 fws 10T
@ Modbus TCP Server IMEI 868618052294261 KingPigeon loT ®
@ BACnet/IP Signal Strength 18 (Normal:14-31) KingPigeon Modbus loT @
€ OPC UA operator NULL
B & Cloud SIM ICCID NULL
SIM Status Failed
P MQTT Client
@ MQTT Client Il
QAli loT
& HUAWEI loT Rtk

@ KingPigeon loT
P KingPigeon Modbus loT
@Advanced Settings

5.4.6.1 View and Send Command in AWS Cloud

Login to AWS, click Act, click Test and select subscription topic “iot/topic” to view messages published
by BL102 gateway
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Oregon ¥

AWS loT X
Monitor
Activity

» Onboard

» Manage

» Fleet Hub

» Greengrass

» Secure

» Defend

» Act

» Device Advisor
MQTT test client

Software

Settings

aws Services ¥

AWS loT

Monitor

Activity

» Onboard

» Manage

» Fleet Hub

» Greengrass

» Secure

» Defend

» Act

v Test
» Device Advisor

MQTT test client

Software
Settings

Learn

AWS loT Test

MQTT client i Connected as 0

Subscriptions

Subscribe to a topic )
Subscribe

Devices publish MQTT messages on topics. You can use this client to subscribe to a topic and receive these messages.

Subscription topic
t/topic ‘ Sul ibe to topic

Max message capture Info

Publish to a topic

100

Quality of Service Info
@ 0- This client will not acknowledge to the Device Gateway that messages are received
1 - This client will acknowledge to the Device Gateway that messages are received

MQTT payload display
@ Auto-format JSON payloads (improves readability)

Display payloads as strings (more accurate)

Oregon ¥

Subscribe to a topic
Publish
Publish to a topic Specify a topic and a message to publish with a QoS of 0.

ot/topic ‘ Publish to topic ‘

iot/topic June 29, 2021, 10:53:30 (UTC+0800) Export Hide

“time”: “02:53:30 06/29/2021 UTC 0.0.0%,
1lat”: “0.0000,
1ng”: "0.0000”,

L

AWS loT

Monitor

Activity

» Onboard

» Manage

» Fleet Hub

» Greengrass

» Secure

» Defend

» Act

v Test
» Device Advisor

MQTT test client

Software
Settings

Learn

Subscribe to a topic )
Publish
Publish to a topic Specify a topic and a message to publish with a QoS of 0.

ot/topic ‘ Publish to topic ‘

iot/topic June 29, 2021, 10:54:03 (UTC+0800) Export Hide
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5.4.7 King Pigeon Cloud via Modbus

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X

Pay g B T
P L& L L i ) ® O B ® @ G
Search Clear Import Export Read Config. |Write Config] Monitor Remote Log 32 Help About

iRlaG
EHzven KingPigeon Modbus loT
@ OpenVPN ) Enabl
ﬁ‘éf-\\arms
(oTasks Vou can change the server address to log in to other cloud platforms.

S pataservices 1P/Domain modbus.dtuip.com
@ Pass Throu

@ Modbus R
@ Modbus T
§BACnet/IP -
@OPCUA Heartheat Message Q
B &Cloud Heartbeat ACK Message

GMQTT Clie
QMQTT Clie
@Al loT
EHUAWE | Py
@AWS loT

D KingPigeon loT

fB KingPtgeon wodbus o1 |

{§}Advanced Settings

Cloud Status Port Device Name Status
MQTT Client & CoM1  M140T

MQTT Client Il [ ) LAN $475

Ali loT

Port 8651 HUAWE IsT
AWS loT g

KingPigeon loT ®
|ngP\geon Modbus loT P

Modbus Station 1

Login Messagk

Login ACK Message

Heartbeat Interval(s) 60

(1) Double click KingPigeon Modbus loT to enter configuration window

(2) Click Enable to enable(green) King Pigeon cloud via Modbus. Default is disabled (Gray)

(3) Server IP/Domain Name: modbus.dtuip.com. (Automatic filling in default)

(4) Server Port: 6651 (Automatic filling in default)

(5) Modbus Station: Set Gateway BL102 Modbus communication address

(6) Login Message: Input device serial number issued by King Pigeon.

(7) Login ACK Message: Not necessary for King Pigeon cloud connection

(8) Heartbeat Message: Q (Automatic filling in default)

(9) Heartbeat ACK Message: A(Automatic filling in default)

(10) Heartbeat Interval: Set cycle time of sending Heartbeat message. Default is 60s

(11) Click OK to confirm the configuration.

(12) Click Write Configuration. Gateway will restart and King Pigeon Cloud via Modbus is enabled
successfully. Open configuration software and login device. King Pigeon cloud via Modbus
connection status can be viewed from basic information. Green indicates device is connected
King Pigeon cloud via Modbus. Slave devices connection status can be viewed from the right

box.

5.4.7.1 View Data in King Pigeon Cloud via Modbus

Configure datapoint in cloud like below picture. First create datapoint, then enter connection setting
and put datapoint Modbus ID, function code, address, data format, byte sequence and collecting
cycle. Modbus address in King Pigeon cloud and configuration software is deviated by 1. For
example, datapoint VWO of PLC S7-200SMART in configuration software is 8, then put 9 in cloud.
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Sensor names in cloud can be different from those in configuration software

NMonitoring

®
-
o Deviee  default aroup =
-

Device BL10x =
_— =
- Link 1D RTU @
>
s Dropping custom so @
=
" |

T TEN VDS TOPETanT onT T a
=8 Switen type (operabie unn o a
- SR b (o G o 3
as Swicn type perabic o 3
ca ety (rmr v o a
s witen type (oparanic Unn o 3
ac Switch type (operable Unit o a
a7 Switch type (operablc Unit o a
Ve Numencal 1vpe 0 (@ecimal places) a v a
vz Numenical Type 0 (aecimal praces) a o a
v Numerical Type 0 (aecimai piaces) i~ o a

+ Device List

Link Protocol

TCP Protocol Read wiite instruction settings - @A x
HTTP Protocol
Save Aeauision
—— sorattumber | sensor S Functon Code Bias Data Format Data its Byte Order o
LT = 0 1 01Read and write. 9 10
MQTT Protocol
at 1 01Read and write 10 10
UDP Protocol
"TCP JSON Protocol Q2 1 01Read and write. n 10
CCTCOAP Protocol
@ i otRead and e 2 10
NB-loT Protocol
o Pt o1 otReac and e n 10
R otRead and unte “ 10
® 1 OtRead and e s 10
a1 otRead andurte s 10
wy 1 G3Read and e B 1aPositon Signed N 10
w2 3 O3Read andurte ~.« 1apositon Signed N 10
w1 [ ———— a “oposison Sined N 10
we 1 oaRead and e s oposson Sined N 10
Determine Cancel
| BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9 = X
| =
v - 3
D4 2 2 & A2 © O B ® @
| Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
| B &eLtioro Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
| Qoo Q 0 baol Q0.0 31{M.000032]
B@com aol { ) none
Qo1 Q a4 bool Qo1 32(MO00033)  none
QFX3U
Qo2 Q 02 bool Q.2 33(M.000034)  none
EFemcom2 Qo3 Q 03 boal Qo3 34(M.000035)  none
| 957-200 a 04 bool Q0.4 35(M.0000386) none
EHEEmcom3 Q 0.5 bool Qo5 36(M.000037) none
QCPILL Q 06 bool Q0.6 37(M.000038)  none
o emcome Q 07 bool Qo.7 38(M.000039)  none
| w 0 uint16 |vw0 | 13(MA00014) 1
I @ DVP-125A2
ww 2 uint16 Vw2 14(M.400015) 1
LAN
B& Vw4 vw 4 uint16 VW4 15(M.400016) 1
I:I vwe ww 6 uint16 VW6 16(M.400017) 1
|
| QCPIL-EL g v 3 uint16 Vs 17(M.400018) 1
EH@WAN
‘ P FX5U
| Qa6
B EveN
| D OpenVPN
ﬁ"gA\arms
@Tasks

= @ DataServices

Data collected is like below picture
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_ 3 . 8
‘e -
v BL Ell Y& "
- |
= i = .
= B> 24.0000 + + Mno T Cr
i i 0.0000 4 + =

Jd B G . 0.0000 + « e
% P
ﬂ . i 0.0000 4 «

= a o 0.0000 + «
- i D5 - o
¥ i) 0.0000 + « amg  RTCuve

* 1 - 0.0000 » +

BLYx =% =

_ g - 85.0000 1

- a o m AmQ  RTCune® Hist Gue

¥ ¥ ¥
g 58 8¢
f

< [ A
L S g
]

st iz 8.0000 4+ «
< e i = 0.0000 4 «
> (1 it 0.0000 + «
i (1 \{w& 0.0000 4 +«
E ‘1 e 0.0000 4 «
Send command from cloud
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Data Dissemination = RAx |
)

OFF

Lo @)

10.0000 4 « I

BLIOX

0.0000 4 +

0.0000 + +
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g

0.0000 + +
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5.4.8 King Pigeon Cloud via MQTT

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - g X
Paxy - 3
D& 90 82 @ ¥ ® @ B ® @ d
Search Clear Import Export Read Config. [Write Config| Monitor Remote Log $  Help About
4G KingPigeon loT

EHEEveN |[E0 Encble

@0 Variable Type Port Device Variable Name

Tig Alarm Status
[@Tasks 1P/Domain 1883.dtuip.com
B &patas Port 1883
oM User Name mMaTT

oM Password MQTTPW

@BA b Topic I+

ige] Pribili b Tope
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{8} Advanced Settings

(1) Double click King Pigeon loT to enter configuration box

(2) Click Enable to enable(green) King Pigeon cloud connection via MQTT. Default is disabled(gray)

(3) Server IP/Domain Name: 1883.dtuip.com(Automatic filling in default)

(4) Server Port: 1883 (Automatic filling in default)

(5) Client ID: Input device serial number issued by King Pigeon

(6) User Name: MQTT (Automatic filling in default)

(7) Password: MQTTPW (Automatic filling in default)

(8) Subscribe Topic: Input device serial number/+ issued by King Pigeon

(9) Publish Topic: Input device serial number issued by King Pigeon.

(10) Automatic Data Upload Cycle: Cycle time of uploading data. In default it's 30s

(11)MQTT Data Retransmission: Click it to enable(green) offline data retransmission once network
resumes.

(12) Datapoint Uploading Selection: Select the datapoint to upload in the right box. In default it's blank
with all datapoints to be uploaded

(13) Click OK to confirm King Pigeon Cloud via MQTT configuration

(14)Click Save Data. Gateway will restart and King Pigeon Cloud via MQTT is configured
successfully. Open configuration software and login the device. King Pigeon Cloud connection
status via MQTT can be viewed from basic information. Green indicates King Pigeon cloud via
MQTT is connected. Slave device connection status can be viewed from the right box.
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5.4.8.1 View Data in King Pigeon Cloud via MQTT

Create datapoint in cloud first. Set datapoint mark is the same as MQTT flag in configuration software.

Below is example of some datapoint configuration. For example, MQTT flag of datapoint VWO in

configuration software is VWO, then set read-write mark VWO in King Pigeon cloud

Monitoring Center

® + Device List

Device

Device BL1Ox

default group

©

A

1

Link | MQTT

Dropping Custom

60

® ©

Sensor

kIl «0 %P oo

Append

o |1}

ao

Q1

Qz

Q3

Q4

as

as

ar

VWO

VwWz

WA

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Switch type (operable

Numerical Type

Numerical Type

Numerical Type

0 (decimal places)

0 (decimal places)

0 (decimal places)

Unit o
Unit o
Unit o
Unit o
Unit o
Unit o
Unit o
Unit o
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Send command from cloud, below is example of controlling FX3U datapoint Y6

=8

Ace you sure o operate the device Switch?
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5.4.9 King Pigeon Cloud MQTT Data Format

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as that of King
Pigeon MQTT. The details are as follows
(1) Valid Load Data Format in device Publishing messages

Publish Topic: Serial Number (Configured publish topic)

{
"sensorDatas": [
{
//[Boolean value

"flag": "REG001", //Read-write identification mark
"switcher": 0 //Data Type and Value

13

{

//Numeric Type
"flag": "REG005", //Read-Write identification mark
"value": 3 //Data Type and Value

}

{

/4G Module signal value
"flag": " signal_strength ", //Read and write identifiers, fixed and cannot
be modified
"value": 28 //data type and value

}
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"state":"alarm", //Alarm mark(Set Alarm Event in configuration software. Once
alarm is trigger, this mark will appear. It's not included in scheduled automatically
uploaded data)

"state":"recovery", //Alarm recovery mark (Only appear when there’s alarm
recovery. It's not included in scheduled automatically uploaded data)

"gateway_indentify": "Beilai" //Gateway name identifier, upload gateway name

"time": "1622700769", //Time mark, it's time stamp of data uploading

"addTime": "2021-06-03 06:12:49" //Time mark, it's time of device data uploading

"retransmit":"enable" //Retransmission mark, MQTT historical data (Only appear
when there’s historical data retransmission. It's not included in scheduled
automatically uploaded data)

}

Note:
/[Read-Wrtie Mark: character is "flag", followed by " Datapoint MQTT flag", it's the MQTT mark
set in configuration software when adding datapoint. It can be customized

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
P apP o ik k © O B % @ d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
1 5%BL103Pro Variable Name Address Type Address | Value Unit  Datatype Varibale Key Map Address | Ratio
& oM Dot 01 Coil Status(0x) 0 bool DOt (M.000001) none
Do2 01 Coil Status(0x) 1 bool 002 (M.000002) none
/ D03 (1.000003) none
Variable Properties
EHEILAN 4 D04 (M.000004) none
8475 DO5 iM.000005) nane
) WAN Vo N Dot Varibale Koy po1 D06 (M.000006)  none
“ac Do7 (M.000007) none
OCT/DEC/HEX Decimal v
B Even 008 (M.000008) none
i O AddressType 01 Coil Status(0x) Address 0 DINT (M.000009) none
pen’
DIN2 (1.000010)
T Alarms Data type o " Add Nurmber 3 k. oene
DIN3 0(M.000011)  none
EéTasks Read/Write Read/Write v Ratio none e 1(M.000012) e
E-EDataservices Map Address [ Variable Unit DINS 2(M.000013) none
) Pass Through DING 3(M.000014)  none
& Modbus RTUSTCP DIN7 4(M.000015)  none
-m [ Cancel
@ Modbus TCP Server DING 5(M.000016)  none
BACnet/IP
§OPC UA
B &Cloud
@MQTT Client
@MAQTT Client Il
//[Data Type and Value:

1) Boolean data: character is "switcher", followed by "0" or "1"(0 represents open, 1 represents
close)
2) Numeric Data: character is "value", followed by actual value
/[Alarm, Recover mark, character is "state", followed by "alarm" or "recovery"(alarm represents
alarm data, recovery represents alarm recovery data)
//Gateway name identification: the character is "gateway_indentify", followed by "gateway
name".

/[Time mark: character is "time", followed by actually data uploading timestamp

Page 131 of 134 Pages Shenzhen Beilai Technology Co., Ltd. V1.1
https://www.bliiot.com



f;?ﬁor PLC/Modbus to MQTT/OPC UA Gateway BL102

MAKE 10T EASIER

/[Time mark, character is "addtime", followed by "gateway time"

/[Retransmission mark: character is "retransmit", followed by "enable"

Offline collected data will be temporarily saved in gateway device. Once network resumes, the
data will be re-transmitted. Use “retransmit” mark for historical data (MQTT Data Retransmission
must be enabled in configuration software)

(2) Valid Load Data Format in device Subscribing messages

Subscribe Topic: Serial Number/+ (Subscribe topic set in configuration software)

(King Pigeon cloud message publishing topic is “serial number/sensor ID”, thus
wildcard “/+” must be added for device Subscribing Topic so that cloud can publishing
data for controlling)

{

"sensorDatas":

[

"sensorsld": 211267, // cloud sensor ID
"switcher":1, //Data Type and Value
"flag":"REG001" //Read-Write Mark

}

//Send Numerical
"sensorsld": 160239, //Platform Sensor ID
"value™:"10", //data type and value
"flag":"REG001" //Read and write identification
}
1,

"down":"down" //Cloud downlink message mark

Note:

/[cloud sensor ID: character is "sensorsID", followed by ID (automatically generated by cloud.
Not necessary if it's self-built cloud)

//[Data Type and Value:

1) Boolean Data: character is "switcher", followed by "0" or "1"

(O represents open, 1 represents close)

2) Numeric Data: character is "value", followed by "actual value"

/[Read-Write Mark: character is "flag", followed by "datapoint MQTT flag"

/[Cloud Downlink Message Mark: character is "down", followed by "down", representing cloud
downlink data.
Note: Boolean data will not have double quotation mark, numeric data will have double quotation
mark.
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6 Firmware Upgrading

Please contact BLIIoT if it's necessary to upgrade firmware for any new requirements.

This gateway supports upgrading firmware via configuration software. Click About in configuration

software, click Firmware Upgrade, select update folder and click OK to confirm. Once upgrading is

completed, a prompt box will pop up. Click it to confirm. Contact technical support to get update

folder.
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7 Warranty Terms

1) This equipment will be repaired free of charge for any material or quality problems within one year
from the date of purchase.
2) This one-year warranty does not cover any product failure caused by man-made damage,

improper operation, etc

8 Technical Support

Shenzhen Beilai Technology Co., Ltd.
Website: https://www.bliiot.com
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